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Security Administrator - R82 (156-215.82) examination.

CheckPoint Check Point Certified Security Administrator - R82 Sample
Questions (Q24-Q29):
NEW QUESTION # 24 
You have created a rule at the top of your Rule Base to permit Guest Wireless access to the Internet. However, when guest users
attempt to reach the Internet, they are not seeing the splash page to accept your Terms of Service, and cannot access the Internet.
How can you fix this?

A. In the Captive Portal screen of Global Properties, check "Enable Identity Captive Portal"
B. Right click Accept in the rule, select "More", and then check "Enable Identity Captive Portal"
C. On the firewall object, Legacy Authentication screen, check "Enable Identity Captive Portal"
D. On the Security Management Server object, check the box "Identity Logging"

Answer: B

Explanation:
Identity Captive Portal is a Check Point Identity Awareness web portal, to which users connect with their web browser to log in and
authenticate, when using Browser-Based Authentication2.To enable Identity Captive Portal for a specific rule, you need to right click
Accept in the rule, select "More", and then check "Enable Identity Captive Portal"3. Identity Awareness Administration Guide
R80,Identity awareness with captive portal in Checkpoint R80

NEW QUESTION # 25 
Stateful Inspection compiles and registers connections where?

A. State Table
B. Connection Cache
C. State Cache
D. Network Table

Answer: A

Explanation:
Stateful Inspection compiles and registers connections in the State Table. The State Table is a database that stores information about
active connections and sessions on the Security Gateway. The other options are not valid names for the database that stores
connection information.

NEW QUESTION # 26 
Name one limitation of using Security Zones in the network?

A. Security zone will not work in Manual NAT rules
B. Security zones will not work in firewall policy layer
C. Security zones cannot be used in network topology
D. Security zones will not work in Automatic NAT rules

Answer: A

Explanation:
One limitation of using Security Zones in the network is that Security Zones will not work in Manual NAT rules. Manual NAT rules
are rules that explicitly define how to translate the source and destination IP addresses and ports of each connection. Manual NAT
rules do not support using Security Zones as objects, only network objects or groups. Automatic NAT rules are rules that
automatically define how to translate the source and destination IP addresses and ports of each connection based on the network
objects or groups properties. Automatic NAT rules support using Security Zones as objects. Security Zones can also work in
firewall policy layer and network topology.[Security Zones Best Practices], [NAT Methods]

NEW QUESTION # 27 



Name the utility that is used to block activities that appear to be suspicious.

A. Penalty Box
B. Suspicious Activity Monitoring (SAM)
C. Stealth rule
D. Drop Rule in the rulebase

Answer: B

Explanation:
Suspicious Activity Monitoring (SAM) is the utility that is used to block activities that appear to be suspicious.SAM allows
administrators to block connections from specific IP addresses or network objects for a specified period of time3. Penalty Box is a
feature of SAM that automatically blocks connections from sources that generate too many log entries. Drop Rule in the rulebase is a
firewall action that discards packets that match certain criteria. Stealth rule is a firewall rule that prevents direct access to the Security
Gateway from external sources.

NEW QUESTION # 28 
In SmartConsole, objects are used to represent physical and virtual network components and also some logical components. These
objects are divided into several categories. Which of the following is NOT an objects category?

A. Custom Application / Site
B. Limit
C. Network Object
D. Resource

Answer: D

Explanation:
Resource is NOT an objects category in SmartConsole1, p. 18. The objects categories in SmartConsole are Network Object,
Host, Network, Group, Gateway, Cluster, VPN Community, Service, Time Object, Access Role, Custom Application / Site, Data
Center Object, Limit. Check Point CCSA - R81: Practice Test & Explanation, [Check Point SmartConsole R81 Help]

NEW QUESTION # 29
......
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