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Asked Prerequisites

Officially, there are no mandatory requirements to fuilfill before taking up the Cisco 300-710 Exam. Anyone can go for it and excel at
the career front. But, the preparation process is not as easy as it may sound. So, it is wise to gain adequate industry exposure, saying
about three to five years, before appearing for this test. Such a prior understanding will make the exam journey more simplified and
effortless.

Cisco Securing Networks with Cisco Firepower Sample Questions (Q21-
Q26):

NEW QUESTION # 21

A connectivity issue is occurring between a client and a server which are communicating through a Cisco Firepower device While
troubleshooting, a network administrator sees that traffic is reaching the server, but the client is not getting a response.

Which step must be taken to resolve this issue without initiating traffic from the client?

A. Use packet-tracer to ensure that traffic is not being blocked by an access list.

B. Use packet-tracer to validate that the packet passes through the firewall and is NATed to the corrected IP address.
C. Use packet capture to ensure that traffic is not being blocked by an access list.

D. Use packet capture to validate that the packet passes through the firewall and is NATed to the corrected IP address.

Answer: B

Explanation:
Ifit is statefull firewall, then ACL can not block the response from server this exesting connection, only wrong NAT rule for this
server could be the issue.

NEW QUESTION # 22
What is a method used by Cisco Rapid Threat Containment to contain the threat in the network?

A. trustsec segmentation
B. TACACS+

C. change of authentication
D. share context data

Answer: A

NEW QUESTION # 23
What is a behavior of a Cisco FMC database purge?

A. The appropriate process is restarted.

B. Data can be recovered from the device.

C. User login and history data are removed from the database if the User Activity check box is selected.
D. The specified data is removed from Cisco FMC and kept for two weeks.

Answer: A

Explanation:

You can use the database purge page to purge discovery, identity, connection, and Security Intelligence data files from the FMC
databases. Note that when you purge a database, the appropriate process is restarted.
https://www.cisco.comv'c/en/us/td/docs/security/firepower/620/configuration/guide/fpme-config- guide-
vo2/management center database purge.pdf

NEW QUESTION # 24
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Which two dynamic routing protocols are supported in Firepower Threat Defense without using FlexConfig?
(Choose two.)

A. OSPF

B. EIGRP

C. static routing
D. BGP

E. IS-IS

Answer: AD

Explanation:
Reference:
httpsy//www.cisco.comy/c/en/us/td/docs/security/firepower/660/fdnyfptd- fdm- config- guide-660/fptd- fdmrrouting. html

NEW QUESTION # 25
Which group within Cisco does the Threat Response team use for threat analysis and research?

A. OpenDNS Group

B. Cisco Deep Analytics

C. Cisco Talos

D. Cisco Network Response

Answer: C

Explanation:
Section: Management and Troubleshooting
Explanation/Reference: https//www.cisco.convc/en/us/products/security/threat-response. htmi#~benefits

NEW QUESTION # 26
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