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Google Cloud Certified - Professional Cloud Security Engineer Exam 5% €
Professional-Cloud-Security-Engineer 5% 5% 5] 2 (Q168-Q173):

M #168
You are asked to recommend a solution to store and retrieve sensitive configuration data from an application that runs on Compute

Engine. Which option should you recommend?

A. Cloud Key Management Service
B. Compute Engine custom metadata
C. Compute Engine guest attributes
D. Secret Manager

IEf#: D

AR

* Objective: Store and retrieve sensitive configuration data for an application running on Compute Engine.

* Solution: Use Secret Manager to securely store and manage access to sensitive configuration data.

* Steps:

* Step 1: Open the Google Cloud Console.

* Step 2: Navigate to the Secret Manager section.

* Step 3: Create a new secret and add the sensitive configuration data.

* Step 4: Set appropriate [AM policies to control access to the secret.

* Step 5: Update the application to retrieve the secret from Secret Manager using the appropriate client libraries or APIs.
Secret Manager provides a secure and centralized way to manage sensitive information, with fine-grained access control and audit
logging capabilities.

References:

* Secret Manager Documentation

* Storing and Accessing Secrets

M #169

An organization adopts Google Cloud Platform (GCP) for application hosting services and needs guidance on setting up password
requirements for their Cloud Identity account. The organization has a password policy requirement that corporate employee
passwords must have a minimum number of characters.

‘Which Cloud Identity password guidelines can the organization use to nform their new requirements?

e A Set the minimum length for passwords to be 12 characters.
¢ B. Set the minimum length for passwords to be 6 characters.
e C. Set the minimum length for passwords to be 10 characters.
e D. Set the minimum length for passwords to be 8§ characters.

EE: D
TR
Explanation

Default password length is 8 characters. https//support.google.convcloudidentity/answer/33319?hi=en
https/support.google.conycloudidentity/answer/ 139399 ?hi=en#:~text=It%20can%20be%s2 0between’6208,deci

HM #170
You are troubleshooting access denied errors between Compute Engine instances connected to a Shared VPC and BigQuery
datasets. The datasets reside in a project protected by a VPC Service Controls perimeter. What should you do?

e A Create a perimeter bridge between the service project where the Compute Engine instances reside and the perimeter that
contains the protected BigQuery datasets.

¢ B. Add the host project containing the Shared VPC to the service perimeter.

¢ C. Create a service perimeter between the service project where the Compute Engine instances reside and the host project
that contains the Shared VPC.

¢ D. Add the service project where the Compute Engine instances reside to the service perimeter.



IEf#: B

R :

Explanation

https/cloud.google.com/vpe-service-controls/docs/service-perimeterstsecure- google-managed-resources If you're using Shared
VPC, you nust include the host project in a service perimeter along with any projects that belong to the Shared VPC.

B #1711

Your company is deploying a three-tier web application-web, application, and database-on Google Cloud.

You need to configure network isolation between tiers to minimize the attack surface. The web tier needs to be accessible from the
public internet, the application tier should only be accessible from the web tier, and the database tier should only be accessible from
the application tier. Your solution must follow Google- recommended practices. What should you do?

¢ A Create three subnets within the VPC, one for each tier. Enable Private Google Access on each subnet.Create a single
firewall rule allowing all traffic between the subnets.

¢ B. Create three separate VPC networks, one for each tier. Configure VPC Network Peering between the web and
application VPCs, and between the application and database VPCs. Use firewall rules to control the traffic.

e (. Create a single subnet for all tiers. Create firewall rules that allow all traffic between instances within the same subnet. Use
application-level security to prevent unauthorized access.

¢ D. Create three subnets within the VPC, one for each tier. Create firewall rules that allow traffic on specific ports on each
subnet. Use network tags or service accounts on the VM to apply the firewall rules.

Ef#: D

fERHL:

In Google Cloud, the best practice for micro-segmentation and tier isolation is to use a single VPC with multiple subnets and apply
firewall rules using Service Accounts or Network Tags. Using Service Accounts is generally preferred over tags because they are
identity-based and more secure.

According to the Google Cloud Security Foundations Guide:

"Segment your VPC networks into subnets to provide logical isolation. Use firewall rules to control traffic between tiers. Instead of
relying on IP addresses, use service accounts to define source and destination for firewall rules. This ensures that even if an IP
changes, the security policy remains enforced based on the identity of the workload." Implementation Details:

* Web Tier: Use a firewall rule allowing 0.0.0.0/0 (Internet) to the Service Account associated with the web VMs on port 80/443.
* App Tier: Use a firewall rule allowing traffic ONLY from the Web Tier Service Account to the App Tier Service Account.

* DB Tier: Use a firewall rule allowing traffic ONLY from the App Tier Service Account to the DB Tier Service Account.
Reference:

Google Cloud Documentation: "Best practices for VPC design - Use service accounts to restrict traffic”
(https//cloud.google.com/vpc/docs/using-firewalls#service-account-vs-tag).

Professional Cloud Security Engineer Study Guide: Section on "Configuring Network Security - Micro- segmentation.”

R #172
Which Identity- Aware Proxy role should you grant to an Identity and Access Management (IAM) user to access HTTPS
resources?

A. Security Reviewer

B. 1AP-Secured Tunnel User

C. 1AP-Secured Web App User
D. Service Broker Operator

IEf: C

At :

To grant an [AM user access to HTTPS resources protected by Identity-Aware Proxy (IAP), you should assign the [AP-Secured
Web App User role.

* JAP-Secured Web App User (C):

* This role grants the necessary permissions for a user to access web applications secured by IAP.

It includes permissions to access the IAP-secured resources, ensuring that users can authenticate and gain the appropriate access
based on the policies defined in [AP.

Assigning this role ensures that users have the right level of access to protected web resources, aligned with the security controls



enforced by IAP.

References

* Identity- Aware Proxy Documentation
* TAP Roles and Permissions
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