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CompTIA SecAl+ Certification Exam Sample Questions (Q38-Q43):

NEW QUESTION # 38
‘Which techniques belong to the MITRE ATT&CK Command-and-Control phase? (Choose two.)

A. Covert channels

B. Initial access

C. Registry modification
D. Beaconing

E. Credential dumping

Answer: A,D

Explanation:
Beaconing and covert channels maintain communication with the attacker.
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A security architect perforns threat modeling of an Al system The architect needs to determine which attacks can be performed
against the system
Which of the following actions should the architect take next?

e A Identify trust boundaries and perform threat modeling with Open Worldwide Application Security Project (OWASP) Top
10.

¢ B. Quantify the risk of known vulnerabilities identified in the Al system

e C. Leverage a large language model (LLM) to map likely attack paths based on the code base.

¢ D. Analyze MITRE Adversarial Threat Landscape for Al Systems (ATLAS) for tactics, techniques, and procedures (TTPs).

Answer: A

Explanation:

MITRE ATLAS is specifically designed to catalog adversarial TTPs targeting Al systens. By analyzing ATLAS, the architect can
determine which types of attacks are possible against the Al system, making it the most appropriate resource for threat modeling in
this context.

NEW QUESTION # 40
A SOC analyst notices a sudden spike in outbound traffic froma server. The traffic is being sent continuously to an unknown
external [P address. Which of the following BEST describes this behavior?

A. Lateral movement

B. Brute-force attack

C. Data exfiltration

D. Failed command-and-control comnmumnication

Answer: C

Explanation:
A sudden and sustained outbound transfer to an unknown IP is a common sign of data exfiltration.

NEW QUESTION # 41
Which of'the following responsible Al standards refers to a principle that clearly states the reasons behind the decisions for a
particular conclusion?

A. Accountability
B. Explanability
C. Auditability
D. Transparency

Answer: B

Explanation:
Explamnability is the responsible Al principle that ensures Al systens can provide clear reasoning for their decisions, allowing users to
understand how and why a particular conclusion was reached.

NEW QUESTION # 42
Which of the following is most resistant to Al manipulation?

A. Application programming interface (API) gateway
B. Payloads

C. Attack surface reduction

D. Antivirus

E. Al-generated content

Answer: C

Explanation:



Reducing the attack surface limits the number of potential entry points that attackers or manipulated Al inputs can exploit. This
proactive security measure is more resistant to Al-driven manipulation than reactive controls like payload scanning or antivirus.

NEW QUESTION # 43
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