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CompTIA A+ Certification Exam: Core 1 Sample Questions (Q83-Q88):
NEW QUESTION # 83 
Which of the following devices has ACL capabilities?

A. PoE injector
B. DSL
C. Firewall
D. Unmanaged switch

Answer: C

Explanation:
Firewalls are specifically designed to monitor, filter, and control network traffic using Access Control Lists (ACLs). ACLs define
which traffic is allowed or denied based on parameters like IP address, protocol, or port.
From CompTIA A+ 220-1101 Official Study Guide, Objective 2.2 - Networking hardware and security:
"Firewalls use access control lists (ACLs) to allow or deny traffic based on rules. Unmanaged switches and PoE injectors do not
support ACLs." Verified Source:
CompTIA A+ Core 1 (220-1101) Official Study Guide, Chapter 2: Networking Security Devices CompTIA Exam Objectives
220-1101, Domain 2.2

NEW QUESTION # 84 
A user's computer can connect to internal network resources but cannot access websites on the internet. Other users on the same
network do not have this issue. Which of the following should a technician do first to troubleshoot the issue?

A. Restart the DHCP server.
B. Replace the network cable.
C. Adjust the firewall rules on the router.
D. Verify the computer's DNS settings.

Answer: D

Explanation:
If a computer can access internal network resources but cannot reach external websites, the most likely issue is a DNS configuration
problem. According to CompTIA Core 1 (220-1201) networking troubleshooting methodology, DNS should be one of the first
items checked when internet access fails but local connectivity remains intact.
DNS translates human-readable domain names into IP addresses. If DNS settings are incorrect, missing, or pointing to an invalid
server, the computer will be unable to resolve website names even though it has network connectivity. Since other users on the same
network can access the internet, the issue is isolated to the individual workstation.
Replacing the network cable is unnecessary because internal connectivity is already working. Restarting the DHCP server would
impact all users, not just one. Adjusting firewall rules on the router would affect the entire network rather than a single computer.
CompTIA emphasizes starting with least disruptive and most likely causes when troubleshooting. Verifying DNS settings aligns with
this best-practice approach.
Reference:
CompTIA A+ Core 1 (220-1201) Official Study Guide - Network Troubleshooting and DNS

NEW QUESTION # 85 
Which of the following can carry data and electricity to network devices? (Select two).

A. Cable modem
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B. PoE
C. Access point
D. Router
E. Injector
F. Unmanaged switch

Answer: B,E

Explanation:
PoE (Power over Ethernet) allows both data and electrical power to be delivered over the same Ethernet cable.
A PoE injector adds power to Ethernet cables for devices that need it.
From CompTIA A+ 220-1101 Official Study Guide, Objective 2.2 - Networking hardware:
"Power over Ethernet (PoE) technology and PoE injectors enable both power and data transmission to compatible network devices
like access points and IP cameras." Verified Source:
CompTIA A+ Core 1 (220-1101) Official Study Guide, Chapter 2: Network Hardware CompTIA Exam Objectives 220-1101,
Domain 2.2

NEW QUESTION # 86 
Which of the following would prevent a virtual machine from communicating with any endpoints on a network or the internet?

A. Sandbox
B. VDI
C. Private cloud
D. Type 1 hypervisor

Answer: A

Explanation:
Comprehensive and Detailed In-Depth Explanation:
Asandboxis an isolated virtual environment used totest or run applications securelywithout risk to the host or network. It prevents the
VM from communicating with external systems, making it ideal for testing malware or suspicious software.
* Option A (VDI):Virtual Desktop Infrastructure allows network communication; it does not restrict it.
* Option B (Private cloud):Refers to a cloud deployment model, not a communication barrier.
* Option D (Type 1 hypervisor):Runs VMs directly on hardware and doesnotinherently block communication.
CompTIA A+ Core 1 Exam Objective Reference:
* Objective 4.1: Compare and contrast cloud computing concepts.

NEW QUESTION # 87 
A SOHO user cannot connect to the internet. Their configuration shows:
IP: 192.168.223.15
Mask: 255.255.255.0
Gateway: 192.168.233.1
DNS: 8.8.8.8, 4.2.2.1, 4.2.2.2
Baseline documentation shows valid subnet range: 192.168.200.0-192.168.232.255.
Which setting must be changed?

A. Subnet mask
B. Gateway
C. IP Address
D. Tertiary DNS
E. Primary DNS
F. Secondary DNS

Answer: B

Explanation:
The baseline documentation says the valid network range ends at 192.168.232.255, but the user's gateway is 192.168.233.1, which
is outside the permitted network range. CompTIA A+ emphasizes that devices must have a gateway inside their own subnet.
Given a mask of 255.255.255.0, the user's subnet is 192.168.223.x, so the gateway must be in 192.168.223.x, not 192.168.233.x.



DNS settings are public and acceptable. The IP address and subnet mask are valid within the documented address space.
Therefore, the incorrect setting is the gateway, which prevents external routing. Correcting it resolves the connection issue, matching
CompTIA's routing and TCP/IP troubleshooting procedures.

NEW QUESTION # 88
......
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