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B #25

While collecting digital evidence from a running computer involved in a cybercrime, the forensic investigator makes a list of itenrs that
need to be collected.

Which piece of digital evidence should be collected first?

A. Security logs
B. Recently accessed files

C. Temporary Internet files
D. Chat room logs

EfE: A

A -

Comprehensive and Detailed Explanation From Exact Extract:

When collecting evidence from a running system, volatile and critical evidence such as security logs should be collected first as they
are most susceptible to being overwritten or lost. Security logs may contain valuable information on unauthorized access or malicious
activity.

* Chat room logs, recently accessed files, and temporary internet files are important but often less volatile or can be recovered from
disk later.

* NIST SP 800-86 and SANS Incident Response Guidelines prioritize the collection of volatile logs and memory contents first.

This approach helps ensure preservation of time-sensitive data critical for forensic analysis.

B #26
Which term describes the used space between the end of a file and the end of the last cluster assigned to the file?

e A. Host protected area
e B. Volune slack

e C. Unallocated space
e D. File slack

IEfE: D

R

Comprehensive and Detailed Explanation From Exact Extract:

File slack is the space between the logical end of a file and the physical end of the last cluster allocated to the file. This space may
contain residual data from previously deleted files or fragments, making it significant in forensic mvestigations.

* Unallocated space refers to clusters not currently assigned to any file.

* Volue slack includes slack space at the volume level but is less specific.

* Host protected area is a reserved part of the disk for system use, unrelated to slack space.

* File slack is a recognized forensic artifact often examined for hidden data or remnants.

Reference:This concept is extensively described in forensic textbooks and NIST publications on file systens, including SP 800-86
and SWGDE best practices.

B #27

A forensic examiner is reviewing a laptop running OS X which has been compromised. The examiner wants to know if any shell
commands were executed by any of the accounts.

Which log file or folder should be reviewed?
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A. /var/log

B. /var/vm

C. /Users/<user>/Library/Preferences
D. /Users/<user>/.bash_history

Ef#: D

R

Comprehensive and Detailed Explanation From Exact Extract:

The.bash_historyfile located in each user's home directory (e.g.,/Users/<user>/.bash_history) records the history of shell commands
entered by the user in bash shell sessions. Reviewing this file allows investigators to see the commands executed by a specific user.
* /var/vimcontains virtual memory swap files, not command history.

* /var/logcontains system logs but not individual user shell command history.

* /Users/<user>/Library/Preferencesstores application preferences.

NIST guidelines and macOS forensics literature confirmbash _historyas the standard location for shell command histories on OS X
systems.

HM #28
How should a forensic scientist obtain the network configuration froma Windows PC before seizing it froma crime scene?

¢ A. By checking the system properties

¢ B. By rebooting the computer into safe mode

¢ C. By using the ipconfig command from a command prompt on the computer
¢ D. By opening the Network and Sharing Center

Ef#: C

fEEL:

Comprehensive and Detailed Explanation From Exact Extract:

The ipconfig command executed at a Windows command prompt displays detailed network configuration information such as IP
addresses, subnet masks, and default gateways. Collecting this information prior to seizure preserves volatile evidence relevant to the
investigation.

* Documenting network settings supports the understanding of the suspect system's connectivity at the time of seizure.

* NIST recommends capturing volatile data (including network configuration) before shutting down or disconnecting a suspect
machine.

ReferenceNIST SP 800-86 and forensic best practices recommend gathering volatile evidence using system commands like

ipconfig,

R #29
The chief executive officer (CEO) of a small computer company has identified a potential hacking attack from an outside competitor.
Which type of evidence should a forensics investigator use to identify the source of the hack?

A. Email archives

B. Network transaction logs
C. Browser history

D. File system metadata

EfE: B

AR :

Comprehensive and Detailed Explanation From Exact Extract:

Network transaction logs capture records of network connections, including source and destination IP addresses, ports, and
timestamps. These logs are essential in identifying the attacker's origin and understanding the nature of the intrusion.

* Network logs provide traceability back to the attacker.

* Forensic procedures prioritize collecting network logs to identify unauthorized access.

Reference:NIST SP 800-86 discusses the importance of network logs in digital investigations to attribute cyberattacks.
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