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CheckPoint Check Point Certified Threat Prevention Specialist (CTPS)
Sample Questions (Q44-Q49):

NEW QUESTION # 44
Task: Test core IPS protections using a Metasploit exploit (safe lab environment only).

Answer:

Explanation:

See the Explanation. Explanation:

1- Launch a harmless exploit from Metasploit.

2- Monitor SmartConsole > Logs & Monitor.

3- Confirm detection under blade: IPS.

4- Check that the protection's confidence level is high.
5- Validate that the profile has set action to "Prevent."

NEW QUESTION # 45
Task: Enable autormatic emnail alerts for critical IPS events.

Answer:

Explanation:

See the Explanation. Explanation:

1- Open SmartEvent or SmartConsole > Logs & Monitor.
2- Go to Automatic Reactions > New Reaction.

3- Set condition: blade=IPS AND severity=Critical

4- Choose Action: Send Email > Configure recipient.

5- Save and test by generating a trigger.

NEW QUESTION # 46
Task: Simulate a file download test and confirm Anti- Virus prevention using the custom profile.

Answer:

Explanation:

See the Explanation. Explanation:

1- Use EICAR test file in a browser.

2- Confirm file is blocked and logs show blade:"Anti- Virus" and action:"Prevented".
3- Confirm the active profile name matches your custom profile.

4- Check logs for file hash and signature info.

5- Document success as part of validation.

NEW QUESTION # 47
Task: Enable SSH and HTTP monitoring on Gateway.

Answer:

Explanation:

See the Explanation. Explanation:

1- SSH into the Gateway.

2- Run: cpconfig and choose "Enable WebUL."

3- Open firewall rule for ports 22 and 443.

4- Confirmaccess via browser and SSH client.

5- Check SmartConsole > Logs for connection attempts.



NEW QUESTION # 48
Task: Configure specific protections for SMB protocol attacks.

Answer:

Explanation:

See the Explanation. Explanation:

1- In IPS Protections, filter by "Protocol: SMB."

2- Enable all protections related to SMB and set to "Prevent.”
3- Add a tag: "Windows Server Protections."

4- Attach themto a custom profile.

5- Save and assign the profile in Threat Prevention policy.

NEW QUESTION # 49
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