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M #398
Return oriented programming (ROP) exploits are detected by which security blade?

e A. Intrusion Prevention Software

¢ B. Application control

e (. Check Pomt Anti-Virus / Threat Emulation
e D. Data Loss Prevention

EfE: C

R -

Explanation

Return-oriented programming (ROP) exploits are detected by Check Point Anti-Virus / Threat Emulation blade. ROP exploits are a
type of code reuse attack that bypasses common exploit mitigation techniques such as Data Execution Prevention (DEP) and
Address Space Layout Randomization (ASLR). Check Point Anti-Virus / Threat Emulation blade can detect and prevent ROP
exploits using its behavioral analysis engine that monitors the execution flow of processes and identifies malicious patterns.
References: [Check Point Security Expert R81 Threat Prevention Administration Guide], page 17.

B #399
After trust has been established between the Check Point components, what is TRUE about name and IP- address changes?

¢ A The Security Management Server IP-address cannot be changed without re-establishing the trust.

¢ B. The Security Management Server name cannot be changed in SmartConsole without re-establishing trust.
e C. Security Gateway [P-address cannot be changed without re-establishing the trust.

¢ D. The Security Gateway name cannot be changed in command line without re-establishing trust.

IEf: C

R e«

After trust has been established between the Check Point components, the Security Gateway IP address cannot be changed without
re-establishing the trust. This is because the trust is based on the Secure Internal Communication (SIC) mechanism, which uses
certificates to authenticate and encrypt the communication.

The certificates are issued by the Internal Certificate Authority (ICA) of the Security Management Server / Domain Management
Server, and contain the name and IP address of the component. Therefore, if the IP address of a component is changed, the
certificate will become invalid and the trust will be lost. To restore the trust, the certificate must be renewed or reissued by the
ICAI2.

However, there are some exceptions to this rule. The Security Gateway name can be changed in command line without re-
establishing trust, as long as the IP address remains the same. This is because the SIC mechanism does not rely on the hostname, but
on the IP address and the SIC name (which is usually derived from the hostname, but can be manually changed). The Security
Management Server name can be changed in SmartConsole without re-establishing trust, as long as the TP address remains the
same. This is because SmartConsole uses a different mechanism to connect to the Security Management Server, which does not
depend on the SIC certificate. The Security Management Server IP address can be changed without re- establishing trust, as long as
some steps are followed to update the Check Point Registry file on the managed Security Gateways / Cluster Members / VSX
Virtual Devices. This is because the Registry file contains the IP address of the ICA, which is used for certificate renewal. If the
Registry file is not updated, then the certificate renewal will fail and the trust will be lost3.

References: 1: Check Point R81 Security Administration Guide - Check Point Software, page 162 2: Check Point R81 Security
Engineering Guide - Check Point Software, page 162 3: How to renew SIC after changing IP Address of Security Management
Server - Check Point Software, Solution ID: sk103356
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HH #400

After upgrading the primary security management server from R80.40 to R81.10 Bob wants to use the central deployment in
SmartConsole R81.10 for the first time. How many installations (e.g. Jumbo Hotfix, Hotfixes or Upgrade Packages) can run of such
at the same time:

A. Up to 5 gateways
B. Up to 3 gateways

C. only 1 gateway
D. Up to 10 gateways

IEf#: D

TR

According to the Check Point R81.20 documentation, the central deployment feature allows you to install up to 10 packages
simultaneously on muiltiple gateways|.

Reference

1: Check Point R81.20 Administration Guide, page 35.

HA #401
Please choose the path to monitor the compliance status of the Check Point R81.20 based management.

A. Compliance blade not available under R81.20

B. Logs & Monitor --> New Tab --> Open compliance View
C. Gateways & Servers --> Compliance View

D. Security & Policies --> New Tab --> Compliance View

Ef#: B

L2

The path to monitor the compliance status of the Check Point R81.20 based management is Logs & Monitor > New Tab > Open
compliance View. Compliance View is a feature that allows administrators to monitor and assess the compliance level of their Check
Point products and security policies based on best practices and industry standards. Compliance View provides a dashboard that
shows the overall compliance status, compliance score, compliance trends, compliance issues, compliance reports, and conpliance
blades for different security aspects, such as data protection, threat prevention, identity awareness, etc. To access Compliance View
in R81.20 SmartConsole, administrators need to go to Logs & Monitor > New Tab > Open compliance View. The other options
are either incorrect or not available in R81.20.

E R #402
What is required for a certificate-based VPN tunnel between two gateways with separate management systenms?

A. Mutually Trusted Certificate Authorities
B. Shared User Certificates

C. Unique Passwords

D. Shared Secret Passwords

IEf#E: A

AR :

Explanation

A certificate-based VPN tunnel between two gateways with separate management systems requires mutually trusted certificate
authorities. This means that each gateway must have a certificate issued by a certificate authority (CA) that the other gateway trusts.
The CA can be either an internal CA or an external CA. The CA issues certificates that contain the public key and identity
information of the gateway. The gateway uses its private key to sign and encrypt the VPN traffic. The other gateway can verify the
signature and decrypt the traffic using the public key in the certificate. This ensures the authenticity, integrity, and confidentiality of the
VPN tunnel

References:

Remote Access VPN R81.10 Administration Guide, page 12

DeepDive Webinar - R81.20 Seamless VPN Connection to Public Cloud, slide 9
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