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WGU Managing Cloud Security (JY02) Sample Questions (Q106-Q111):
NEW QUESTION # 106 
Which risk mitigation technique will compensate a cloud service customer for failures on the part of the cloud service provider?

A. Data protection requirements
B. SLA penalties
C. Recovery time objective
D. Suspension of service clause

Answer: B

Explanation:
Service level agreement (SLA) penalties are a risk mitigation technique that compensates customers for failures by the cloud service
provider. Managing Cloud principles explain that SLAs define performance commitments such as availability, response time, and
reliability.
When a provider fails to meet these commitments, SLA penalties-often in the form of service credits or financial compensation-are
applied. While penalties do not prevent failures, they provide accountability and partial financial remediation.
Recovery time objectives define recovery goals, data protection requirements address security controls, and suspension clauses
govern service termination. None of these compensate customers directly. Therefore, SLA penalties are the correct mitigation
technique.

NEW QUESTION # 107 
An organization designing a data center wants the ability to quickly create and shut down virtual systems based on demand. Which
concept describes this capability?

A. Maintenance mode
B. Resource scheduling
C. Ephemeral computing
D. High availability

Answer: C

Explanation:
The capability to rapidly create and destroy virtual systems as demand fluctuates is known asephemeral computing. These short-
lived resources are provisioned automatically when needed and decommissioned when demand subsides.
Resource scheduling helps allocate resources but does not imply temporary lifespans. High availability ensures continuous service,
and maintenance mode is used for administrative tasks.
Ephemeral computing is central to elasticity in cloud environments, reducing costs and improving scalability.
For example, containers or serverless functions may run only while needed and then disappear. This model optimizes utilization,
lowers expenses, and supports modern application architectures that demand agility.

NEW QUESTION # 108 
Which factor should be the basis of a business continuity plan?

A. Customers
B. Risks
C. Locations
D. Costs

Answer: B

Explanation:
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Risk is the foundational factor upon which a business continuity plan (BCP) should be based. Managing Cloud principles explain that
BCP development begins with identifying and analyzing risks that could disrupt critical business operations.
Risk assessment evaluates threats, vulnerabilities, and potential impacts, allowing organizations to prioritize resources and define
recovery strategies. By focusing on risk, organizations ensure that continuity planning addresses the most significant threats to
operations, data, and services.
Costs, customers, and locations are important considerations but are secondary to risk analysis. Therefore, risks form the correct
basis for a business continuity plan.

NEW QUESTION # 109 
Which security information and event management concept focuses on account and service hijacking issues?

A. Digital forensics
B. Lightweight Directory Access Protocol
C. Trust
D. Access control

Answer: D

Explanation:
Access control is the SIEM-related concept that focuses on preventing and detecting account and service hijacking. Managing
Cloud guidance explains that access control mechanisms define who can access systems, services, and data, and under what
conditions.
SIEM solutions monitor access control events such as failed logins, privilege escalation, and abnormal authentication patterns. By
analyzing these events, organizations can detect compromised accounts, stolen credentials, or unauthorized service access.
Digital forensics occurs after an incident, trust is a conceptual principle, and LDAP is a directory protocol rather than a SIEM focus
area. Therefore, access control is the correct answer.

NEW QUESTION # 110 
An engineer needs to create segmentation using the built-in tools provided by the company's cloud provider.
The InfoSec team has given the engineer directions to limit traffic using a security group between two cloud deployments in the
organization. Which mechanisms should the engineer use to create this segmentation?

A. Unique identifiers and protocols
B. Definitions and protocols
C. MAC addresses and protocols
D. Ports and protocols

Answer: D

Explanation:
Cloudsecurity groupstypically filter traffic based onports and protocols. By allowing or denying specific port/protocol combinations,
engineers can control communication between deployments. For example, permitting HTTPS (TCP port 443) while blocking other
ports enforces segmentation.
MAC addresses are not used in cloud-level segmentation because they apply to physical networks. Unique identifiers and definitions
are not practical mechanisms for traffic filtering.
Using ports and protocols aligns with the principle of least privilege by ensuring that only necessary communication pathways exist.
In multi-deployment or hybrid cloud setups, this reduces the attack surface and prevents lateral movement by malicious actors.
Security groups thereby provide logical network segmentation without requiring physical infrastructure changes.

NEW QUESTION # 111
......
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