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CIPT Foundational Principles Exam
Questions with 100% Correct Answers

What is FIPPS? - answery o Fair Information Practice Principles

FIPP's [Fair tnformation Practice Principles] - answiry'v'a st of longstanding privacy values and
they work chosely with compliance modets

15 an example of FIPPS - answer o /When a doctor and biling processor need to share info for
biling purposes but the doctors nate is not visible...only name/addresses

Nissenbaum's Contextual integrity - answery’ Maintaining personal infa in alignment with
Infarmational nosms that appdy (o a particular context] The porms ane specific such as banking
or medical.

Objective/Subjective - answery'~"What ace Calo’s harms dimenslons?

Obpectivee - answery’ o Privacy that has been violated or forced, Usually unanticipated and b
measirablefobservable

Subjective - arswery v When an Individual expects of receives harm even when the harm i not
measurable or ohservable

Subjective Harm - answerv's Which harm dimension can cause fear, andaety and/for
embarrassment?

NIST {Matienal Institute of Standards and Technology) - answier' Provides standards,
guidelines and best practices for managing cybersecurity-related risks.

Cybersecurity Framework, Privacy Framawork & Risk Management Framework -
amswers o' What are the three frameworks snder the NIST?

NICE {Mational initiative for Cybersecurity Education) - answary' ' What & MICE?

Wit ks the purpose of NICE - answiery' /It was published by NIST to categorize and describe
cybersecunity wark and ks intended to be applied to all sectors public, private and academic.

FAIR (Facter Analysis of Information Risk) - answers < What iz FAIR?

What is the FAIR Madel? - answer' This model breaks dawn risks by its constituent parts then
further breaks down those parts to find factors that estimate the overall rsk.
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R #234
What is the main privacy threat posed by Radio Frequency Identification (RFID)?

¢ A. Anindividual with an RFID receiver can track people or consumer products.
¢ B. Anindividual can use an RFID receiver to engage in video surveillance.

¢ C. An individual can tap mobile phone communications.

¢ D. An individual can scramble computer transmissions in weapons systemns.

EfE: A

A -

RFID technology uses electromagnetic fields to automatically identify and track tags attached to objects. The main privacy threat
posed by RFID is that it can be used to track people or consumer products without their knowledge or consent. This occurs
because RFID tags can be read froma distance without the individual's awareness, potentially revealing their location or other
personal information. This type of tracking can lead to significant privacy invasions. According to the IAPP, understanding and
mitigating such privacy risks is essential for ensuring the responsible use of RFID technology in various applications.

Reference:

IAPP Certification Textbooks, specifically those sections dealing with RFID technology and privacy implications.

"Privacy in the Age of the Internet of Things," IAPP White Paper.

H R #235

Aadhaar is a unique-identity number of 12 digits issued to all Indian residents based on their biometric and demographic data. The
data is collected by the Unique Identification Authority of India. The Aadhaar database contains the Aadhaar number, name, date of
birth, gender and address of over 1 billion individuals.

Which of the following datasets derived from that data would be considered the most de-identified?

A. Account of the century of birth and hash of the last 3 digits of the person's Aadhaar number.
B. A count of the day of birth and hash of'the person's first initial of their first name.

C. A count of the month of birth and hash of'the person's first name.

D. A count of'the years of birth and hash of the person' s gender.

IEf#: D

AR :

A significant privacy concern with chatbots is related to the data they handle and how it is processed:

* Option A: While code audits are important, this is not the most significant privacy concern for users.

* Option B: Chatbots typically do not have robust identity verification mechanisis, but this is not the primary privacy issue.

* Option C: Encryption in transit is crucial, but many modern chatbots do encrypt data during transmission.

* Option D: Chatbot technology providers may be able to read chatbot conversations with users.

* This is the most significant privacy concern because it involves the potential access and misuse of personal data by the service
providers. The conversations can include sensitive information that users may not expect to be accessible to third parties.

E M #236
SCENARIO
Please use the following to answer the next question:
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Chuck, a compliance auditor for a consulting firm focusing on healthcare clients, was required to travel to the client's office to
performan onsite review of the client's operations. He rented a car from Finley Motors upon arrival at the airport as so he could
commutte to and from the client's office. The car rental agreement was electronically signed by Chuck and included his name,
address, driver's license, make/model of the car, billing rate, and additional details describing the rental transaction. On the second
night, Chuck was caught by a red light camera not stopping at an intersection on his way to dinner. Chuck returned the car back to
the car rental agency at the end week without mentioning the infraction and Finley Motors emailed a copy of the final receipt to the
address on file.

Local law enforcement later reviewed the red light camera footage. As Finley Motors is the registered owner of the car, a notice was
sent to them indicating the infraction and fine incurred. This notice included the license plate number, occurrence date and time, a
photograph of the driver, and a web portal link to a video clip of the violation for further review. Finley Motors, however, was not
responsible for the violation as they were not driving the car at the time and transferred the incident to AMP Payment Resources for
further review. AMP Payment Resources identified Chuck as the driver based on the rental agreement he signed when picking up
the car and then contacted Chuck directly through a written letter regarding the infraction to collect the fine.

After reviewing the incident through the AMP Payment Resources' web portal, Chuck paid the fine using his personal credit card.
Two weeks later, Finley Motors sent Chuck an email promotion offering 10% off a future rental.

What is the most secure method Finley Motors should use to transmit Chuck's information to AMP Payment Resources?

A. Transport Layer Security (TLS).

B. HyperText Transfer Protocol (HTTP).
C. Cloud file transfer services.

D. Certificate Authority (CA).

Ef: A

R

Transport Layer Security (TLS) is the most secure method for transmitting data over a network. It encrypts data during transfer,
ensuring that personal information remains confidential and protected from interception or tampering by unauthorized parties. In this
scenario, using TLS to transmit Chuck's information to AMP Payment Resources would help secure the data against potential
breaches. The IAPP emphasizes the importance of using strong encryption protocols like TLS to safeguard personal data during
transmission.

Reference:

IAPP Certification Textbooks, particularly those sections discussing data security and encryption standards.

"Securing Personal Data in Transit," [APP White Paper.

R #237

An EU marketing company is planning to make use of personal data captured to make automated decisions based on profiling, In
some cases, processing and automated decisions may have a legal effect on individuals, such as credit worthiness.

When evaluating the implementation of systems making automated decisions, in which situation would the company have to
accommodate an individual's right NOT to be subject to such processing to ensure compliance under the General Data Protection
Regulation (GDPR)?

A. When there is no human intervention or influence in the decision-making process.

B. When the individual has given explicit consent to such processing and suitable safeguards exist.

C. When the decision is necessary for entering into a contract and the individual can contest the decision.
D. When an individual's legal status or rights are not affected by the decision.

IEf#E: A

E R #238
Combining multiple pieces of information about an individual to produce a whole that is greater than the sum of its parts is called?

e A Insecurity.
¢ B. Identification.
e C. Exclusion.
e D. Aggregation.

IEf#: D
R -



combining multiple pieces of information about an individual to produce a whole that is greater than the sum of its parts is called
aggregation. Aggregation can be used to create more detailed profiles of individuals by combining data from multiple sources.
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