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Topic Details

Topic 1

Logs and Reports Management: This part of the exam measures the candidate's ability to handle log data
and generate reports using FortiAnalyzer. Network and security analysts must show proficiency in
managing, analyzing, and reviewing logs to ensure effective system monitoring and auditing processes are in
place.

Topic 2

Administration: This section evaluates the ability of network and security analysts to configure
administrative access and manage Administrative Domains (ADOMs). It covers tasks such as setting user
permissions, managing backups, and disk quotas, and ensuring secure and efficient management of
administrative privileges within FortiAnalyzer systems.

Topic 3

System Configuration: This section assesses the capabilities of network and security analysts in managing
FortiAnalyzer systems. It includes tasks like performing initial configurations, setting up high-availability
systems, and configuring RAID for storage.

Topic 4
Device Management: Here, Fortinet network and security analysts are evaluated on their ability to handle
devices linked to FortiAnalyzer. This includes adding new devices, managing them efficiently, and
troubleshooting communication issues.

Fortinet FCP - FortiAnalyzer 7.4 Administrator Sample Questions (Q60-
Q65):
NEW QUESTION # 60 
What is the purpose of the FortiAnalyzer command execute format disk?

A. To reset all settings from flash except the current IP addresses and routes.
B. To perform a low-level format of the disk overwriting the hard disk with random data.
C. To erase all device settings and images, databases, and log data from the disk, but preserve the IP and routing info.
D. To reset to factory default settings from flash.

Answer: C

NEW QUESTION # 61 
For which two SAML roles can the FortiAnalyzer be configured? (Choose two.)

A. Principal
B. Service provider
C. Identity provider
D. Identity collector

Answer: B,C

Explanation:
Reference: https://docs.fortinet.com/document/fortianalyzer/6.2.0/new-features/957811/saml-
adminauthentication#:~:text=for%20the%20administrator.-,FortiAnalyzer%20can%20play%20the%20role%
20of%
20the%20identity%20provider%20(IdP,external%20identity%20provider%20is%20available.
https://docs.fortinet.com/document/fortianalyzer/6.2.0/administration-guide/981386/saml-admin- authentication In FortiAnalyzer,
SAML can be enabled across all Security Fabric devices, enabling smooth movement between devices for the administrator by
means of single sign-on (SSO).
FortiAnalyzer can play the role of the identity provider (IdP), the service provider (SP), or Fabric SP, when an external identity
provider is available.
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NEW QUESTION # 62 



A playbook contains five tasks in total. An administrator runs the playbook and four out of five tasks finish successfully, but one task
fails. What will be the status of the playbook after it is run?

A. Running
B. Upstream_failed
C. Success
D. Failed

Answer: A

NEW QUESTION # 63 
An administrator has moved FortiGate A from the root ADOM to ADOM1.
Which two statements are true regarding logs? (Choose two.)

A. Analytics logs will be moved to ADOM1 from the root ADOM automatically.
B. Logs will be presented in both ADOMs immediately after the move.
C. Archived logs will be moved to ADOM1 from the root ADOM automatically.
D. Analytics logs will be moved to ADOM1 from the root ADOM after you rebuild the ADOM1 SQL database.

Answer: C,D

Explanation:
Reference: https://community.fortinet.com/t5/Fortinet-Forum/FW-Migration-between-ADOMs/m-p/32683?
m=158008

NEW QUESTION # 64 
Refer to the exhibit.

Based on the output, what can you conclude about the FortiAnalyzer logging status?

A. The connection between FortiGate and FortiAnalyzer is overloaded.
B. FortiGate is sending logs again after it performed a reboot.
C. FortiGate has logs to send, but FortiAnalyzer is unavailable.
D. FortiGate is configured to send logs in batches.

Answer: C

Explanation:
The output shows that FortiGate has sent a large number of logs (sent=180189698), but some logs have failed to be sent
(failed=4507). This suggests that FortiAnalyzer was temporarily unavailable or had an issue receiving logs, leading to the failure
count. There are no logs cached or dropped, indicating FortiGate is still attempting to send logs but with some failures.

NEW QUESTION # 65
......
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