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405 practice materials. They do not let go even the tenuous points about the CWAP-405 exam as long as they are helpful and
related to the exam. And let go those opaque technicalities which are useless and hard to understand, which means whether you are
newbie or experienced exam candidate of this area, you can use our CWAP-405 real questions with ease.

CWNP Certified Wireless Analysis Professional Sample Questions (Q106-
Q111):

NEW QUESTION # 106
Many access points support IEEE 802.1Q VLAN tagging. When analyzing a WLAN system using I[EEE 802.1Q tags, where can
the VLAN tag number be seen?

A. In the Beacon Management frame's Capabilities fixed field
B. In the Frame Control field of the MPDU header

C. In the Ethernet header on the wired port of the access point
D. In the Sequence Control field of the MSDU

E. In the PLCP header's Service field

Answer: C

NEW QUESTION # 107

Given a protocol analyzer can decrypt WPA2-PSK data packets providing the PSK and SSID are configured in the analyzer
software. When performing packet capture (in a non-FT environment) which frames are required in order for PSK frame decryption
to be possible?

A. Authentication

B. Reassociation

C. 4-Way Handshake
D. Probe Response

Answer: C

Explanation:

The 4-way handshake is the process that establishes the pairwise transient key (PTK) between the client and the AP in WPA2-
PSK. The PTK is derived from the PSK, the SSID, and some random numbers exchanged in the handshake frames. The PTK is
used to encrypt and decrypt the data frames between the client and the AP. Therefore, in order to decrypt WPA2-PSK data
packets, a protocol analyzer needs to capture the 4-way handshake frames and have the PSK and SSID configured in the analyzer
software12 References:

* CWAP-405Study Guide, Chapter 3: 802.11 MAC Layer Frame Formats and Technologies, page 87

* CWAP-4050Dbjectives, Section 3.5: Analyze security exchanges

NEW QUESTION # 108
When enabled, Band Steering may suppress which types of frames from being transmitted?

A. Probe Response
B. Authentication
C. Probe Request
D. Data

Answer: A

Explanation:

Band Steering works by influencing clients to connect to a preferred band (typically 5 GHz). One method is to suppress Probe
Responses on the less-preferred band, preventing clients from selecting it and encouraging them to associate with the preferred band
instead.

NEW QUESTION # 109
‘Which one of the following is an advantage of using display filters that is not an advantage of capture-time filters?



A. Once created they are reusable for later captures

B. They allow for focused analysis on just the packets of interest

C. Multiple of them can be applied simultaneously

D. They only hide the packets from view and the filtered packets can be enabled for view later

Answer: D

Explanation:

Display filters do not discard packets; they only control what is shown in the analysis view. All captured packets remain available
and can be redisplayed by modifying or removing the filter.

Capture-time filters, in contrast, permanently exclude packets from being recorded, making those packets unavailable for later
TEVIeW.

NEW QUESTION # 110
Given: The Frame Check Sequence (FCS) is a 32 CRC used for error detection.
The CRC is calculated over what?

A. Mac Header and Frame Body only

B. Frame Body only

C. PHY Header and Mac Header only

D. PHY Header, MAC Header and Frame Body

Answer: A

Explanation:

The CRC is calculated over the MAC Header and Frame Body only. The CRC (Cyclic Redundancy Check) is a 32-bit value that is
used for error detection in wireless transmissions. The CRC is calculated over the MAC Header and Frame Body of a PSDU,
which are the parts of the data unit that contain information such as source and destination addresses, frame type, frame control,
sequence number, payload, etc. The CRC is appended to the end of the PSDU as a FCS (Frame Check Sequence) field. The CRC
is not calculated over the PHY Header or PHY Preamble, which are parts of the PPDU that contain information such as modulation,
coding, data rate, etc. The PHY Header and PHY Preamble are added or removed by the PHY layer during the conversion
between PSDU and PPDU. References: [Wireless Analysis Professional Study Guide CWAP-

405], Chapter 4: 802.11 Physical Layer, page 97-98

NEW QUESTION # 111
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