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HH #35
‘Which of these Git commands will enact a rollback of the configuration to a previous commit?

e A gitrevert
¢ B. git push

e C. git commit
e D. git branch

EfE: A

R -

In GitOps, rollback is performed by reverting the system'sDesired Statestored in Git. This is done with thegit revertcommand, which
creates a new commit that undoes the changes introduced by a previous commit.

"Because Git provides an immutable history of changes, rollbacks are straightforward. Reverting to a previous configuration is
accomplished by reverting the commit in Git, which then allows the reconciler to apply the earlier desired state." Thus, the correct
answer isB: git revert.

References:GitOps Tooling (CNCF GitOps Working Group).

B #36

Manual updates are common causes of what?

A. Changes in actual state leading to variance.
B. Changes in actual state leading to drift.

C. Changes in Desired State leading to failure.
D. Changes in Desired State leading to drift.

Ef#: B

A -

In GitOps, thedesired stateis stored in Git. Manual updates applied directly to the cluster (via kubectl or APIs) change theactual
statewithout updating Git. This introducesdriftbetween actual and desired state.

"Manual changes to the runtime environment cause the actual state to diverge from the desired state stored in Git. This drift must be
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detected and reconciled automatically." Thus, the correct answer isC.
References:GitOps Principles (CNCF GitOps Working Group), Drift and Reconciliation.

HEA #37
Would you implement DevSecOps culture in CI/CD pipelines?

A. No, because CI/CD systens are incompatible with the DevSecOps culture.

B. No, DevSecOps focuses only on security outside of CI/CD pipelines.

C. Yes, DevSecOps is essential for CI/CD pipelines. It helps build software without any security issues.
D. No, because CI/CD systens are totally secure by design.

Ef#: C

R -

DevSecOpsintegrates security into the DevOps culture and CI/CD pipelines. Instead of treating security as an afterthought,
DevSecOps ensures security checks, policies, and automated validations are embedded throughout the CI/CD process.
"DevSecOps emphasizes shifting security left, integrating security testing, validation, and compliance into every stage of the CI/CD
pipeline. This ensures vulnerabilities are detected early and software is delivered securely." Thus,Dis correct: DevSecOps culture is
essential for CI/CD pipelines to ensure security is baked into software delivery.

References:GitOps Related Practices (CNCF GitOps Working Group), DevSecOps in C/CD.

HP #38
A GitOps project wants to leverage both ArgoCD and Flux for a deployment. Can ArgoCD and Flux be used in conjunction?

e A. ArgoCD and Flux can be used together, leveraging a drop-in extension for ArgoCD, ensuring that both reconciliation
engines do not conflict.

¢ B. ArgoCD and Flux cannot be used together as they have conflicting functionalities.

e C. If you modify their source code, ArgoCD and Flux can only be used together.

¢ D. ArgoCD and Flux cannot be used together as they are designed for different types of deployments.

EfE: A

fi .-

ArgoCD and Flux are the two primary CNCF GitOps tools. While both are reconciliation engines, they can be used together
carefully if configured properly to avoid conflicts. For example, Flux can be used to manage configuration sources, while ArgoCD
handles application-level delivery. Extensions and integration points allow them to complement each other.

"ArgoCD and Flux implement the GitOps reconciliation principle. Though they provide overlapping functionality, they can be
integrated by carefully managing their scope. For instance, Flux can manage sources and Helm charts, while ArgoCD handles
higher-level deployments. Extensions exist to allow cooperation without conflict." Thus, the correct answer isC.
References:GitOps Tooling (CNCF GitOps Working Group).

R #39
In GitOps, how is the Desired State stored?

A. In a way that enforces mutability and versioning,

B. In a way that permits direct modifications to live systems.
C. In a way that enforces immutability and versioning,

D. In a way that retains only the latest version.

Ef: C

AR :

The GitOps principle ofVersioned and Imnutablerequires Desired State to be stored in a way that enforcesimmutability and
versioning. This ensures every change is recorded, auditable, and reversible.

"Desired state must be kept in an immutable, version-controlled system. This guarantees a full history of changes and enables safe
rollbacks." Thus, the correct answer isD.

References:GitOps Principles (CNCF GitOps Working Group).
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