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Which of'the following characteristics of APT refers to numerous attempts done by the attacker to gain entry to the target's
network?

o A. Timeliness

e B. Risk tolerance

e C. Multiphased

¢ D. Attack origination points
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Andrews and Sons Corp. has decided to share threat information among sharing partners. Garry, a threat analyst, working in
Andrews and Sons Corp., has asked to follow a trust model necessary to establish trust between sharing partners. In the trust model
used by him, the first organization makes use of a body of evidence in a second organization, and the level of trust between two
organizations depends on the degree and quality of evidence provided by the first organization.

‘Which of'the following types of trust model is used by Garry to establish the trust?

A. Mediated trust

B. Validated trust

C. Mandated trust

D. Direct historical trust
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Jimworks as a security analyst in a large multinational company. Recently, a group of hackers penetrated into their organizational
network and used a data staging technique to collect sensitive dat a. They collected all sorts of sensitive data about the employees
and customrers, business tactics of the organization, financial information, network infrastructure information and so on.

‘What should Jimdo to detect the data staging before the hackers exfiltrate from the network?

¢ A. Jim should monitor network traffic for malicious file transfers, file integrity monitoring, and event logs.

¢ B. Jimshould identify the attack at an initial stage by checking the content of the user agent field.

e C. Jimshould identify the web shell running in the network by analyzing server access, error logs, suspicious strings indicating
encoding, user agent strings, and so on.

¢ D. Jimshould analyze malicious DNS requests, DNS payload, unspecified domains, and destination of DNS requests.

Ef: A

B #34

A network administrator working in an ABC organization collected log files generated by a traffic monitoring system, which may not
seem to have useful information, but after performing proper analysis by him, the same information can be used to detect an attack in
the network.

Which of the following categories of threat information has he collected?

A. Advisories

B. Low-level data

C. Strategic reports

D. Detection indicators
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An attacker instructs bots to use camouflage mechanism to hide his phishing and malware delivery locations in the rapidly changing
network of compromised bots. In this particular technique, a single domain name consists of multiple IP addresses.

Which of the following technique is used by the attacker?

A. Fast-Flux DNS

B. DNS mterrogation
C. Dynamic DNS

D. DNS zone transfer

IEf#E: A

A -

Fast-Flux DNS is a technique used by attackers to hide phishing and malware distribution sites behind an ever-changing network of
compromised hosts acting as proxies. It involves rapidly changing the association of domain names with multiple IP addresses,
making the detection and shutdown of malicious sites more difficult. This technique contrasts with DNS zone transfers, which involve
the replication of DNS data across DNS servers, or Dynamic DNS, which typically involves the automatic updating of DNS records
for dynamic IP addresses, but not necessarily for malicious purposes. DNS interrogation involves querying DN servers to retrieve



information about domain names, but it does not involve hiding malicious content. Fast-Flux DNS specifically refers to the rapid
changes in DNS records to obfuscate the source of the malicious activity, aligning with the scenario described.References:

* SANS Institute InfoSec Reading Room

* JCANN (Internet Corporation for Assigned Names and Numbers) Security and Stability Advisory Committee
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