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KCSA B & (Q59-Q64):

B #59
In Kubernetes, what isPublic Key Infrastructure (PKT)used for?

A. To monitor and analyze performance metrics of a Kubernetes cluster.

B. To automate the scaling of containers in a Kubernetes cluster.

C. To manage certificates and ensure secure comnunication in a Kubernetes cluster.
D. To manage networking in a Kubernetes cluster.

EfE: C
AR :

* Kubernetes usesPKI certificatesextensively to secure communication between control plane components (API server, etcd, kube-
scheduler, kube-controller-manager) and with kubelets.

* Certificates enablemutual TLS authentication and encryptionacross components.

* PKI does not handle scaling, networking, or monitoring,

References:

Kubernetes Documentation - Certificates

CNCF Security Whitepaper - Cluster communication security and the role of PKI.

R #60
What is the purpose of an egress NetworkPolicy?

A. To control the outbound network traffic from a Kubernetes cluster.

B. To secure the Kubernetes cluster against unauthorized access.

C. To control the incoming network traffic to a Kubernetes cluster.

D. To control the outgoing network traffic from one or more Kubernetes Pods.

IEf#: D

R -

* NetworkPolicycontrols network trafficat the Pod level.

* Ingress rules:controlincomingconnections to Pods.

* Egress rules:controloutgoingconnectionsfrom Pods.

* Exact extract (Kubernetes Docs - Network Policies):

* "An egress rule controls outgoing connections from Pods that match the policy."
* Clarifying wrong answers:

* A/B: Too broad (cluster-level); policies apply per Pod/Namespace.

* C: Security against unauthorized access is broader than egress policies.
References:

Kubernetes Docs - Network Policies: https:/kubernetes.io/docs/concepts/services-networking/network- policies/

HM #o1
‘When should soft multitenancy be used over hard multitenancy?

A. When the priority is enabling fine-grained control over tenant resources.

B. When the priority is enabling complete isolation between tenants.

C. When the priority is enabling resource sharing and efficiency between tenants.
D. When the priority is enabling strict security boundaries between tenants.

EM: C
R

* Soft multitenancy(Namespaces, RBAC, Network Policies) # assumes some level of trust between tenants, focuses onresource
sharing and efficiency.

* Hard multitenancy(separate clusters or strong virtualization) # strict isolation, used when tenants are untrusted.

* Exact extract (CNCF TAG Security Multi- Tenancy Whitepaper):



* "Soft multi-tenancy refers to multiple workloads running in the same cluster with some trust assumptions. It provides resource
sharing and operational efficiency. Hard multi- tenancy requires stronger isolation guarantees, typically separate clusters."
References:

CNCF Security TAG - Multi- Tenancy Whitepaperhttps:/github.com/cncftag-security/tree/main/multi- tenancy

A #62
‘What is the main reason an organization would use a Cloud Workload Protection Platform (CWPP) solution?

A. To protect containerized workloads from known vulnerabilities and malware threats.
B. To automate the deployment and management of containerized workloads.
C. To manage networking between containerized workloads in the Kubernetes cluster.
D. To optimize resource utilization and scalability of containerized workloads.

Ef#: A

R -

* CWPP (Cloud Workload Protection Platform):As defined by Gartner and adopted across cloud security practices, CWPPs are
designed tosecure workloads(VMs, containers, serverless functions) in hybrid and cloud environments.

* They providevulnerability scanning, runtime protection, compliance checks, and malware detection.

* Exact extract (Gartner CWPP definition):"Cloud workload protection platforms protect workloads regardless of location,
including physical machines, VM, containers, and serverless workloads. They provide vulnerability management, system integrity
protection, intrusion detection and prevention, and malware protection." References:

Gartner: Cloud Workload Protection Platforns Market Guide (summary): hitps//www.gartner.com/reviews
/market/cloud-workload-protection-platforns

CNCF Security Whitepaper:https//github.convencftag-security

B #63
What is a multi-stage build?

e A. Abuild process that involves multiple containers running simultancously to speed up the image creation.
¢ B. A build process that involves multiple repositories for storing container images.

¢ C. Abuild process that involves multiple developers collaborating on building an image.

¢ D. A build process that involves multiple stages of image creation, allowing for smaller, optimized images.

IEf#: D

fiR .-

* Multi-stage buildsare a Docker/Kaniko feature that allows building images in multiple stages # final image contains only runtime
artifacts, not build tools.

* This reducesimage size, attack surface, and security risks.

* Exact extract (Docker Docs):

* "Multi-stage builds allow you to use muiltiple FROM statements in a Dockerfile. You can copy artifacts from one stage to another,
resulting in smaller, optimized images."

* Clarifications:

* A: Collaboration is not the definition.

* B: Multiple repositories # muilti-stage builds.

* C: Build concurrency # multi-stage builds.

References:

Docker Docs - Multi-Stage Builds: httpsz//docs.docker.convdevelop/develop-images/muiltistage-build/
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