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NEW QUESTION # 71
You want to use OSPF to advertise a only .\16 summary route for the SVisbelow to a neighbor In the same area (area 0).
‘Which configuration will achieve this?

router ospf 1
redistribute connected
e A summary-addriess/19.1.8.8/16

interface v1ah 9%

ip ocspf I area @
]
interface vlan 12

ip ospf 1 arsm @

interfic- wlan 13
ip-ogspf 1 area @

router ospf 1
° B summary-address 18.1.8.8/16
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routér ospf 1
redistribute connected
area @ range 19.l1.e.2/16

interface wlan 11

ip ospf 1 area @
|
interface wvlan 12

ip ospf 1 area.®
|
interface wlan 13

ip osp¥f 1 area ©
I
router ospf 1

area @ range 18.1.8.8/16

router ospf 1
redistribute’ corinected

summaryr-@ddress 18.1.0.8/16

Answer: D

Explanation:

The goal is to configure OSPF on a router so that it advertisesonlya 10.1.0.0/16 summary route for the specific SVIs (VLAN 11,
12, 13, assumed to be within the 10.1.x.x range) to its OSPF neighborswithin the saime area (Area 0).

* OSPF Intra- Area Behavior:A findamental principle of OSPF (link-state protocols) is that all routers within the same area must
have an identical Link State Database (LSDB) for that area. This means all routers learn about all the specific networks (Type- 1
Router LSAs, Type-2 Network LSAs) within their area. OSPFv2 doesnotsupport summarizing routes in a way that hides specific
network LSAs from other routerswithin the same area. Summarization occurs only at area boundaries (by ABRs using Type-

3 Summary LSAs via the area range command) or for external routes redistributed into OSPF (by ASBRs using Type-5 External
LSAs via the summary-address command).

* Analysis of Options:

* A) area 0 range 10.1.0.0/16:This command is used on an Area Border Router (ABR) to summarize routes originatingfromArea 0
when advertising theminto another area(e.g,, the backbone). It does not affect LSA floodingwithinArea 0. It also includes
redistribute connected, which is unrelated here.

* B) summary-address 10.1.0.0/16:This command is used on an Autonomous System Boundary Router (ASBR) to
summarizeexternalroutes being redistributed into OSPF. It is not used for summarizing internal OSPF routes like SVIs defined within
an OSPF area.

* C) & D) summary-address 10.1.0.0/16:Same issue as B; incorrect command for summarizing internal OSPF routes.

* E) area 0 range 10.1.0.0/16:Similar to A, this uses the area range command. It correctly shows the SVIs configured for OSPF
Area 0 first. However, like A, this command performs inter-area summarization on an ABR and does not suppress the specific
LSAswithinArea 0.

* Conclusion:The question asks for something that OSPFv2 cannot do: advertiseonlya summary route within the same area while
suppressing specifics. Therefore, none of the configurations will achieve the exactstated outcome. However, if the question is flawed
and mntends to ask which configuration uses the correct command structure for summarizingnternalOSPF routes (even if only
effective between areas), then the area range command is the relevant one. Both A and E use this command. Option E is slightly
better structured as it shows the interfaces being added to OSPF Area 0 first. Assuming this is the intended direction despite the
impossibility of the specific request, E is the most plausible choice among the given options.

References:RFC 2328 (OSPFv2), OSPF Configuration Guides for AOS-CX (explaining area range for ABRs and summary-
address for ASBRs). This relates to the "Routing" (16%) objective.

NEW QUESTION # 72

A customer is trialing the below colorless port configuration on a single switch and has noticed that users roaming to access points
connected to the test switch are unable to receive an IP address on the corporate Wi-Fi network, which is operating in bridged
mode. All other SSIDs are working as expected and the AP is Online in HPE Aruba Networking Central.

The security team reports that there have been no failed authentications in HPE Aruba Networking ClearPass Access Tracker and
that the last entry for the wired port is returning the REDIUS Aruba-User-Role attribute 'Access Point'.

‘Which configuration change is required to resolve the issue?



interface 1/1/1-1/1/48

no shutdown

description COLORLESS

vlan access 999 1

aaa authentication port-access preauth-role PROFILING

aaa authentication port-access reject-role DENYALL

aaa authentication port-access dotlx authenticator
enable

aaa authentication port-access mac-auth
enable

port-access role Corporate Wired_User
vlan access name CORPORATE

port-access role Printer
vlan access name PRINTERS

port-access role Access_Point
vlan trunk native name MANAGEMENT
vlan trunk allowed name MANAGEMENT
vlan trunk allowed name CORPORATE

port-access client-move enable

e A port-access onboarding-method concurrent enable
interface 1/1/1-1/1/48

¢ B. aaa authentication port-access client-limit O

e C. port-access role Access Point

¢ D. auth-mode device-mode
mnterface 1/1/1-1/1/48

Answer: D

Explanation:

For AP uplinks carrying bridged SSIDs, the switchport must authenticate only the AP and then treat all client MACs as part of the
same trusted device. Enabling auth-mode device-mode under the Access Point port-access role ensures the AP is authenticated
(MAC-auth), the trunk is applied, and the switch does not attempt to re-authenticate wireless client MACs - allowing clients on the
corporate SSID to obtain IP addresses.

NEW QUESTION # 73
You are tasked with describing VSX to a colleague. Select the three items that are considered best practices for implementing VSX
on AOS-CX. (Choose three.)

A. Set a VSX systemrmac manually to simplify switch replacement of the primary if required.

B. Use a direct L3 circuit for the keepalive connection between both nodes.

C. Configure all VLANs manually on both the primary and secondary nodes before enabling vsx-sync.
D. Allow VLAN 1 on all trunks in order to facilitate ZTP for downstream devices.

E. Adjust the default keepalive timers to match or exceed the ISL hold interval.

F. Adjust MTU on the ISL link to permit transport of jumbo frames if endpoints require it.

Answer: A,B,F

Explanation:

Setting a manual VSX systemmac ensures consistency and sinplifies replacement in case of hardware failure.

Adjusting MTU on the ISL to support jumbo frames is best practice to avoid fragmentation when endpoints use jumbo frames.
Using a direct L3 circuit for keepalive between VSX peers ensures reliability and avoids dependency on intermediate devices.



NEW QUESTION # 74
Match the customer requirement with the relevant commands.

Extend layar 2 $s multuple site Identify individual layer 2 segments in an

Answerarea e — — — — — — — — o

ace vxiai = Yoo across mutipie site
no shutdow I I

Explanation:

* Aggregate links across muiltiple switches -->

VSX

role primary

inter-switch-link lag 256

keepalive peer 192.168.0.1 source 192.168.0.0 vif KA

(Snippet 4)

* Establish redundant links between the aggregation and core layers --> router ospf 1 maximum-paths 2 (Snippet 2)

* Extend layer 2 across multiple sites -->

mterface vxlan 1

no shutdown

source ip 10.1.0.4

(Snippet 1)

* Identify individual layer 2 segments in an overlay -->

vni 11

vtep-peer 10.1.0.5

vian 11

(Snippet 3)

Comprehensive Detailed Explanation along with All References available fromrelated to the HPE Campus Access Switching Expert
certification objectives at end of each question below:

* Aggregate links across multiple switches:This requirement describes Multi-Chassis Link Aggregation (MC-LAG), where a device
forms a LAG to two separate upstream switches that act as a logical pair. In AOS-CX, VSX (Virtual Switching Extension) enables
this functionality. Snippet 4 shows commands related to setting up VSX (vsx, role primary, inter-switch-link, keepalive), which is the
foundation for MC-LAG.

References:AOS-CX VSX Guide.Relates to "Network Resiliency and virtualization” (8%), "Switching" (19%).

Establish redundant links between the aggregation and core layers:This often involves Layer 3 routing protocols utilizing multiple
paths. Snippet 2 (router ospf 1, maximum-paths 2) configures OSPF to use up to two Equal Cost Multi-Paths (ECMP). If
redundant links between aggregation and core result in equal OSPF costs, this command enables load sharing and redundancy at
Layer 3.

References:AOS-CX IP Routing Guide (OSPF, ECMP). Relates to "Routing” (16%), "Network Resiliency and virtualization” (8%).
Extend layer 2 across muiltiple sites:VXLAN (Virtual Extensible LAN) is the standard overlay technology for extending Layer 2
segments over an underlying Layer 3 network, enabling L.2 adjacency across different physical locations (sites, racks, pods). Snippet
1 shows the basic configuration ofa VXLAN tunnel interface (interface vxlan 1, source ip), which is the core component for



VXLAN tunneling,

References:AOS-CX VXLAN Guide.Relates to "Switching” (19%), "Connectivity" (9%).

Identify individual layer 2 segments in an overlay:Within a VXLAN overlay, each separate Layer 2 broadcast domain (typically
corresponding to a VLAN) is identified by a unique VXLAN Network Identifier (VNI). This VNI tags the encapsulated traffic.
Snippet 3 shows the configuration associating VNI 11 with the local VLAN 11 (vni 11, vlan 11). The vtep-peer command is
relevant when using EVPN as the control plane.

This configuration directly maps an L2 segment (VLAN 11) to its identifier (VNI 11) within the overlay.

References:AOS-CX EVPN Guide, AOS-CX VXLAN Guide.Relates to "Switching" (19%), "Connectivity" (9%).

NEW QUESTION # 75
You are configuring an SSID that is using PSK as a security mechanism. Why should you use WPA3- Personal with WPA3
Transition Mode disabled?

¢ A. WPA3-Porsonal with Transition Modedisabled is optional tor 6 GHzenabled networks as there is a built-in tailback to 6
GHz mode with WPA2

¢ B. WPA3-Porsonal with Transition Mode disabled should be used to prevent legacy clients from connecting to thenetwork.

¢ C. WPAS-Personalwith Transition Mods disabled is mandatory for 5 GHz-enabled networks.

e D. WPA3-Personal with Transition Mode disabled is mandatory for 6 GHz-enabled networks.

Answer: D

NEW QUESTION # 76
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