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Windows computers, you can take the Google Cloud Certified - Professional Google Workspace Administrator (Google-
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Sample Questions (Q64-Q69):
NEW QUESTION # 64 
The credentials of several individuals within your organization have recently been stolen. Using the Google Workspace login logs,
you have determined that in several cases, the stolen credentials have been used in countries other than the ones your organization
works in. What else can you do to increase your organization's defense-in-depth strategy?

A. Use Context-Aware Access to deny access to Google services from geo locations other than the ones your organization
operates in.
B. Enforce higher complexity passwords by rolling it out to the affected users.
C. Implement an IP block on the malicious user's IPs under Security Settings in the Admin Console.
D. Use Mobile device management geo-fencing to prevent malicious actors from using these stolen credentials.

Answer: A

Explanation:
* Access Context-Aware Access Settings: In the Google Admin console, navigate to Security > Context-Aware Access.
* Define Access Levels: Create access levels that specify the allowed geographical locations where your organization operates.
* Apply Access Levels to Apps: Apply these access levels to Google Workspace applications to ensure that access is restricted
based on the defined geographical locations.
* Configure Policies: Set policies that deny access to Google services from locations outside the defined areas.
* Test Configuration: Test the context-aware access settings to ensure they are working correctly and that unauthorized access
attempts from other locations are blocked.
* Monitor and Adjust: Continuously monitor the login activity and adjust the access levels as necessary to maintain security.
References:
* Google Workspace Admin Help - Context-Aware Access
* Google Workspace Admin Help - Setting up Context-Aware Access

NEW QUESTION # 65 
You are the administrator of a domain that requires iOS mobile device management. What initial steps should be taken to ensure that
you can properly manage end-user iOS devices?

A. Follow the prompts under "company owned devices," and select "iOS Management." Select the option to "enforce
management on iOS devices."
B. In the Admin console, navigate to iOS management, and enable the Apple Push Certificate connector.
C. Configure an Apple Push Certificate, and select "certificate never expires."
D. Configure an Apple Push Certificate, and be sure to use a work address that can be accessed in the future.

Answer: D

Explanation:
To ensure proper management of iOS devices, follow these steps:
Sign in to the Google Admin console: Use an account with super administrator privileges.
Navigate to Device Management: Go to Devices > Mobile and endpoints > Settings > iOS settings.
Configure Apple Push Certificate:
Click on "Apple Push Certificate."
Follow the instructions to create and upload an Apple Push Certificate. Ensure that you use a work email address that will be
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accessible in the future for renewal purposes.
Enable iOS Management:
Once the Apple Push Certificate is configured, enable iOS device management.
Optionally, enforce management on iOS devices to ensure all devices are compliant.
Reference:
Google Workspace Admin Help - Set up Apple Push Certificate
Google Workspace Admin Help - Manage iOS devices

NEW QUESTION # 66 
The executive team for your company has an extended retention policy of two years in place so that they have access to email for a
longer period of time. Your COO has found this useful in the past but when they went to find an email from last year to prove details
of a contract in dispute, they were unable to find it. itis no longer in the Trash. They have requested that you recover it.
What should you do?

A. Using Vault, perform a search for the email and export the content to a standard format to provide for investigation.
B. Using the Message ID, contact Google Google Workspace support to recover the email, then import with Google
Workspace Migration for Microsoft Outlook.
C. Using the Vault Audit log, perform a search for the email, export the results. then import with Google Workspace
Migration for Microsoft Outlook.

Answer: A

Explanation:
* Access Google Vault:
* Go to Google Vault by navigating to vault.google.com.
* Perform a Search:
* In Vault, create a new search query specifying the criteria (e.g., date range, email address, keywords) to locate the missing email.
* Use search operators to refine the search and ensure you find the correct email.
* Export the Email:
* Once the email is located, select it and choose the export option.
* Export the email data in a standard format, such as MBOX or PST, which can be used for investigation and recovery purposes.
* Provide the Exported Data:
* Provide the exported email data to the COO for their review and use in the contract dispute.
References
* Google Vault Help: Search for and export data

NEW QUESTION # 67 
Your organization's legal department needs to provide access to Google Vault exports for one team member. This team member
should be able to view, download, and delete Google Vault exports across the organization. However, this user should be prohibited
from creating exports.
You must create, assign, and configure a custom role for this user. What should you do?

A. Add the Manage Exports and Manage Searches privileges for the user at the top of the organizational unit structure.
B. Add the Manage Exports privilege for the user at the top of the organizational unit structure.
C. Add the Manage Holds and Manage Exports privileges for the user's organizational unit.
D. Add the Manage Exports privilege for the user's organizational unit.

Answer: B

Explanation:
The user must be assigned a custom role that grants them ability to Manage Exports (View, Download and Delete).
They should not be able to create new exports, therefore Manage Searches is out of the question.
In order to see manage the whole organization's exports, the custom role privileges should be put at the top of the OU structure.

NEW QUESTION # 68 
An employee at your company does not need access to their Workspace account while they are on leave for a year. When they
return, you need to ensure they have access to their account and that all their data and current emails remain intact. Also, their shared



documents must be available to other users. You must accomplish this goal in the most cost-effective way. What should you do?

A. Suspend their account in the Admin console.
B. Delete the user after copying their emails and reassigning their documents to their manager.
C. Assign an Archive User license.
D. Remove the user license in the Admin console.

Answer: C

Explanation:
Suspended accounts are still charged at the same rate as active accounts on both the Annual billing plan and the Flexible plan.
https://support.google.com/a/answer/33312?hl=en
Removing user license will not help in maintaining user data and providing access to others.

NEW QUESTION # 69
......
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