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EE #58
Which CLI command is used to configure the management interface as a DHCP client?

A. set deviceconfig management type dhcp-client
B. set network dhcp type management-interface
C. set deviceconfig system type dhcp-client

D. set network dhcp interface management

HE: A

3.

To configure the management interface as a DHCP client on a Palo Alto Networks NGFW, the correct CLI command is set
deviceconfig management type dhcp-client.

This command configures the management interface to obtain an IP address dynamically using DHCP.
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EE #59

An NGFW engineer is configuring mutltiple Layer 2 interfaces on a Palo Alto Networks firewall, and all interfaces must be assigned
to the same VLAN. During initial testing, it is reported that clients located behind the various interfaces cannot communicate with
each other.

‘Which action taken by the engineer will resolve this issue?

¢ A. Assign each interface to the appropriate Layer 2 zone and configure a policy that allows traffic within the VLAN.

¢ B. Enable IP routing between the interfaces and configure a Security policy to allow traffic between interfaces within the
VLAN.

¢ C. Assign each interface to the appropriate Layer 2 zone and configure Security policies for interfaces not assigned to the

same zone.

D. Configure each interface to belong to the same Layer 2 zone and enable IP routing between them

HE: A

Y.

Ina Layer 2 configuration, interfaces are typically grouped into the same Layer 2 zone. When the interfaces are assigned to the same
VLAN, the firewall will treat them as part of the same broadcast domain.

Ina Layer 2 setup, interfaces must be in the same Layer 2 zone to allow the traffic within the same VLLAN to pass. Additionally, a
security policy must be configured to allow traffic within this VLAN or zone. This will resolve the issue by ensuring that traffic is
permitted between clients behind different interfaces assigned to the same VLAN.

EHE #60
‘When configuring a Zone Protection profile, in which section (protection type) would an NGFW engineer configure options to
protect against activities such as spoofed IP addresses and split handshake session establishment attenpts?

A. Flood Protection

B. Reconnaissance Protection

C. Packet-Based Attack Protection
D. Protocol Protection

HE. D

ME:

In the context of a Zone Protection profile, Protocol Protection is the section used to configure protections against activities such as
spoofed IP addresses and split handshake session establishment attempts. These types of attacks typically involve manipulating
protocol behaviors, such as IP address spoofing or session hijacking, and are mitigated by the Protocol Protection settings.

EAE #61
Without performing a context switch, which set of operations can be performed that will affect the operation of a connected firewall
on the Panorama GUI?

A. Modification of local security rules, modification of a Layer 3 mterface, modification of the firewall device hostname

B. Restarting the local firewall, running a packet capture, accessing the firewall CLI

C. Modification of post NAT rules, creation of new views on the local firewall ACC tab, creation of local custom reports
D. Modification of pre-security rules, modification of a virtual router, modification of an IKE Gateway Network Profile

He:. D

Y.

From the Panorama GUI context, pre-rules (pre-security rules), virtual routers, and IKE Gateway Network Profiles are managed
centrally through Device Groups and Templates, so modifications apply directly to firewalls after commit/push without needing to
switch to the firewall's local context.

HEE #62
Which type of firewall resource can be assigned when configuring a new firewall virtual system (VSYS)?



A. Memory

B. Security profile limit
C. Sessions limit

D. ICPU

HE: D

Y.

‘When configuring a new virtual system (VSYS) on a Palo Alto Networks firewall, the assignable firewall resource is [CPU (Instance
CPU).

- ICPU allows you to allocate dataplane processing resources to a specific VSYS

- This enables resource isolation and performance control between multiple VSYSs on the same firewall
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