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AR #117
What is the appropriate response when dealing with a data breach incident?
Response:

A. Ignore the breach and hope it goes unnoticed

B. Notify affected individuals

C. Delete all system logs to cover tracks

D. Continue regular operations without any changes
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HE: B

AE #118
Why is outbound SSL visibility important in network architecture?
Response:

¢ A To encrypt all web traffic

¢ B. To enhance user experience

¢ C. To decrypt and inspect encrypted outbound traffic
e D. To block all outbound traffic

HE: C

HE#119

‘Which techniques can enhance the accuracy of threat modeling data?
(Select TWO)

Response:

A. Inclusion of third-party risk assessments
B. Regular updates to threat models

C. Reliance solely on internal data

D. Ignoring low-impact threats
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EE #120

Scenario: During a security review, your team finds that recent threat analysis reports have not been integrated into the existing threat
models. This oversight could lead to inadequate threat mitigation.

What steps should you take to correct this?

Response:

e A. Review past incidents to determine if the lack of updates had any impact.
¢ B. Assign a team to monitor and update threat models continuously.

e C. Immediately update all threat models with the latest reports.

e D. Develop a new process for regularly ntegrating threat intelligence.

He. CDb

A2 #121
What is a proactive security response plan?
Response:

A. A plan for responding to security incidents after they occur
B. A plan for identifying security incidents before they happen
C. A plan for managing employee vacations

D. A plan for conducting routine software updates
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