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Z| &l Certified DevSecOps Engineer 312-97 FEMEZE A (Q39-Q44):

HEE #39

(Andrew Gerrard has recently joned an IT company located in Fairmont, California, as a DevSecOps engineer. Due to robust
security and cost-effective service provided by AWS, his organization has migrated all the workloads from on-premto AWS cloud
in January of 2020. Andrew's team leader has asked him to integrate AWS Secret Manager with Jenkins. To do so, Andrew
nstalled the "AWS Secret Manager Credentials provider" plugin in Jenkins and configured an IAM policy in AWS that allows
Jenkins to take secrets from AWS Secret manager. Which of the following file should Andrew edit to add access id and secret key
parameters along with the region copied from AWS?.)

A. /etc/sysconfig file/Jenkins.
B. /etc/file/Jenkins.

C. /etc/filebeat/filebeat.yml.
D. /etc/sysconfig/Jenkins.

HE: D

MY

On Linux systems, Jenkins environment variables such as AWS access key ID, secret access key, and default region are commonly
configured in the /etc/sysconfig/Jenkins file. This file allows administrators to define environment variables that are loaded when the
Jenkins service starts. By placing AWS credentials and region information in this file, Jenkins jobs and plugins-such as the AWS
Secrets Manager Credentials Provider- can securely access AWS resources. The other options reference mvalid paths or unrelated
configuration files (such as Filebeat). Editing /etc/sysconfig/Jenkins ensures consistent credential availability across Jenkins jobs while
supporting secure integration with AWS services during the Code stage.

HE #40

(Terry Crews has been working as a DevSecOps engineer at an IT company that develops software products and web applications
related to IoT devices. She integrated Sqreen RASP tool with Slack for sending notifications related to security issues to her team
How can Sqreen send notification alerts to Slack?)

A. By creating a cookbook, defining a trigger, Alert a response, and notification.
B. By creating a cookbook, defining a trigger, security response, and notification.
C. By creating a playbook, defining a trigger, security response, and notification.
D. By creating a playbook, defining a trigger, Alert a response, and notification.

HE. C

HE:

Sqreen provides runtime application self-protection (RASP) capabilities that allow teams to detect and respond to security threats in
real time. Sqreen uses a structured autormation mechanism called aplaybookto define how security events are handled. A playbook
consists of three key components: atriggerthat detects suspicious or malicious behavior, asecurity responsethat defines what action
Sqreen should take (such as blocking a request or flagging an attack), and anotificationthat sends alerts to external systems like
Slack.

The term "cookbook" is not used in Sqreen's alerting and response model, making options A and B incorrect.

Option C incorrectly uses the phrase "Alert a response” instead of "security response," which does not accurately describe Sqreen's
configuration model. By using playbooks, Sqreen enables automated detection, response, and team notification during the Operate
and Monitor stage, ensuring rapid awareness and collaboration when security incidents occur.

AE#41

(Jeremy Renner has been working as a senior DevSecOps engineer at an I'T company that develops customized software to various
customers stretched across the globe. His organization is using Microsoft Azure DevOps Services. Using an [aC tool, Jeremey
deployed the infrastructure in Azure. He would like to integrate Chef InSpec with Azure to ensure that the deployed infrastructure is
in accordance with the architecture and industrial standards and the security policies are appropriately implemented. Therefore, he
downloaded and installed Chef InSpec. He used Azure CLI command for creating an Azure Service Principal with reader
permission to the Azure resources, then he exported the generated credentials. After installation and configuration of Chef InSpec,
he would like to create the structure and profile. Which of the following commands should Jeremy use to create a new folder jyren-
azureTests with all the required artifacts for InSpec tests?)



A. chefinspec init profile jyren-azureTests.
B. inspec init profjyren-azureTests.

C. inspec init profile jyren-azureTests.

D. chefinspec init profile jyren-azureTests.

¥e: C

Y.

Chef InSpec provides a command-line interface for creating and executing compliance profiles. To initialize a new profile with the
required directory structure, metadata file, and example controls, the correct command is inspec init profile <profile-name>. In
Jeremy's case, running inspec init profile jyren-azureTests creates a new folder with all required artifacts needed to write and run
Azire compliance tests. Options using prof are invalid abbreviations, and prefixing the command with chefis incorrect when using
the InSpec CLI directly.

Creating a structured InSpec profile during the Build and Test stage enables automated validation of infrastructure against
architectural standards and security policies, supporting Infrastructure as Code security and continuous compliance practices.

HE #42

(Sofia Coppola has been working as a senior DevSecOps engineer in an MNC company located in Denver, Colorado. In January
02020, her organization migrated all the workloads from on-premto AWS cloud environment due to the robust security feature
and cost-effective services offered by AWS. Which of the following is an Amazon Web Services-hosted version control tool that
Sofia can use to manage and store assets in the AWS cloud?.)

A. AWS CodePipeline.
B. AWS CodeBuilt.

C. AWS CodeDeploy.
D. AWS CodeCommit.

¥e: D

MH.

AWS CodeCommit is a fully managed, AWS-hosted source control service that allows teams to store and manage source code,
binaries, and other digital assets securely in the cloud. It supports Git-based repositories and integrates seamlessly with other AWS
DevOps services such as CodeBuild, CodePipeline, and CodeDeploy. CodePipeline orchestrates CI/CD workflows, CodeBuild
performs build and test operations, and CodeDeploy automates application deployment-but none of these are version control
systems. For organizations migrating from on-premto AWS, CodeCommit provides fine-grained access control using [AM,
encryption at rest and in transit, and high availability without the need to manage infrastructure. Using CodeCommit during the Code
stage supports secure collaboration, version tracking, and centralized source control aligned with DevSecOps best practices.

A2 #43

(Sandra Oliver joined SinClare Soft Pvt. Ltd. as a DevSecOps engineer in January of2010. Her organization develops software and
web applications related to the healthcare industry. Using IAST runtime security testing technology, she is detecting and diagnosing
security issues in applications and APIs. The IAST solution used by Sandra encompasses a web scanner with an agent that works
nside the server that hosts the application to provide additional analysis details such as the location of the vulnerability in the
application code. Based on the given information, which of the following IAST solutions is Sandra using?)

A. Passive IAST.

B. Active IAST.

C. Semi-passive IAST.
D. Semi-active IAST.

He:. D

Y.

Interactive Application Security Testing (IAST) solutions are classified based on how they interact with the application and runtime
environment. In this scenario, the solution uses aweb scannerto actively send requests to the application while also deploying anagent
inside the application serverto observe runtime behavior and map vulnerabilities directly to source code locations. This combined
approach is known assemi- active IAST. It is considered "semi-active" because it actively drives traffic through the application using



a scanner, while the agent passively observes execution paths, data flows, and method calls. Passive IAST solutions rely only on
observing existing traffic and do not use scanners, while active IAST solutions do not typically rely on deep runtime agents in the
same manner. Semi-active IAST significantly reduces false positives and provides precise remediation details, making it highly
effective during the Build and Test stage, where applications are actively exercised and security issues can be identified and fixed
before release.
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