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(Q28-Q33):

NEW QUESTION # 28
Refer to the exhibit, which contains a partial command output.

FortiGate % get router infdbgp nelghbrdl 1= T

VRF 0 neighbor table:

BGP neighbor is 100.65.4.1, remote AS 65300, local AS 65200, external link
BGP version 4, remote router ID 0.0.0.0
BGP state = Idle
Not directly connected EBGP
Last read . hold time is 180, keepalive interval is 60 seconds
Configured hold time is 180, keepalive interval is 60 seconds
Received 0 messages, 0 notifications, 0 in queue
Sent 0 messages, 0 notifications, 0 in queue
Route refresh request! received 0, sent 0
NLRI treated as withdraw: 0
Minimum time between advertisement runs is 30 seconds
Update source is Loopback

The administrator has configured BGP on FortiGate. The status of this new BGP configuration is shown in the exhibit.
‘What configuration must the administrator consider next?

e A. Contact the remote peer administrator to enable BGP
¢ B. Enable ebgp-enforce-multihop.

e C. Configure a static route to 100.65.4.1.

e D. Configure the local AS to 65300.

Answer: B

Explanation:

From the BGP neighbor status output, the key issue is that BGP is stuck in the "Idle" state, meaning the FortiGate is unable to
establish a BGP session with its peer 100.65.4.1 (Remote AS

65300).

The output also shows:

"Not directly connected EBGP" This means the BGP peer is not on the same subnet, requiring multhop BGP.

"Update source is Loopback" Since a loopback interface is used, FortiGate must be configured to allow BGP neighbors over
muiltiple hops.

To resolve this issue, the administrator must enable ebgp-enforce-multihop, which allows BGP sessions to be established even when
the neighbors are not directly connected.

NEW QUESTION # 29
Refer to the exhibit, which shows a command output.

: Y. :
FortiGate B # get system sog\sﬂcm list | grep icmp

FortiGate_B #

FortiGate A and FortiGate B are members of an FGSP cluster in an enterprise network.

While testing the cluster using the ping command, the administrator monitors packet loss and found that the session output on
FortiGate B is as shown in the exhibit.

‘What could be the cause of this output on FortiGate B?

e A FortiGate B is configured in passive mode.
¢ B. The session synchronization is encrypted.



e C.FortiGate A and FortiGate B have the same standalone-group-id value.
¢ D. session-pickup-connectionless is set to disable on FortiGate B.

Answer: D

Explanation:

The Fortinet FGSP (FortiGate Session Life Support Protocol) cluster allows session synchronization between two FortiGate devices
to provide seamless failover. However, ICMP (ping) is a connectionless protocol, and by default, FortiGate does not synchronize
connectionless sessions unless explicitly enabled.

In the exhibit:

# The command get system session list | grep icmp on FortiGate B returns no output, meaning that ICMP sessions are not being
synchronized from FortiGate A.

# If session-pickup-connectionless is disabled, FortiGate B will not receive ICMP sessions, causing packet loss during failover.

NEW QUESTION # 30
Refer to the exhibit.

An administrator is deploying a hub and spokes network and using OSPF as dynamic protocol.
Which configuration is mandatory for neighbor adjacency?

A. Set network-type point-to-multipoint in the hub interface
B. Set rfc1583-compatible enable in the router configuration
C. Set bfd enable in the router configuration

D. Set virtual-link enable i the hub interface

Answer: A

Explanation:

In a hub-and-spoke topology using OSPF over IPsec VPN, the point-to-muttipoint network type is necessary to establish neighbor
adjacencies between the hub and spokes. This network type ensures that OSPF operates correctly without requiring a designated
router (DR) and allows dynamic routing updates across the [Psec tunnels.



NEW QUESTION # 31
Refer to the exhibit, which shows the FortiGuard Distribution Network of a FortiGate device.
FortiGuard Distribution Network on FortiGate
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An administrator is trying to find the web filter database signature on FortiGate to resolve issues with websites not being filtered
correctly in a flow-mode web filter profile.
Why is the web filter database version not visible on the GUI, such as with IPS definitions?

e A. The web filter database is not hosted on FortiGate: FortiGate queries FortiGuard or FortiManager for web filter ratings on
demand.

e B. The web filter database is only accessible after manual syncing with a valid FDS server using diagnose test update info.

e C. The web filter database is stored locally, but the administrator must run over CLI diagnose autoupdate versions.

e D. The web filter database is stored locally on FortiGate, but it is hidden behind the GUL It requires enabling debug mode to
make it visble.

Answer: A

Explanation:

Unlike IPS or antivirus databases, FortiGate does not store a full web filter database locally. Instead, FortiGate queries FortiGuard
(or FortiManager, if configured) dynamically to classify and filter web content in real time.

Key points:

# Web filtering works on a cloud-based model:

# When a user requests a website, FortiGate queries FortiGuard servers to check its category and reputation.

# The response is then cached locally for faster lookups on repeated requests.

# No local web filter database version:

# Unlike IPS and antivirus, which download and store signature updates locally, web filtering relies on cloud- based queries.

# This is why no database version appears in the GUI.



# Flow mode vs Proxy mode:
# In proxy mode, FortiGate can cache some web filter data, improving performance.
# In flow mode, all queries happen dynamically, with no locally stored database.

NEW QUESTION # 32
You must update a firewall policy to block muiltiple websites within the subnet 172.165.58.0/24.
‘What must you do to block these addresses efficiently?

A. Create an [P address external connector and apply it to the destination field of the firewall policy.

B. Create a URL niter and apply the web filter profile to the firewall policy.

C. Create an Internet Service Database (ISDB) group and apply it to the destination field of the firewall policy.
D. Create an application sensor and apply the application control profile to the firewall policy.

Answer: B

Explanation:

Blocking muiltiple websites efficiently is done through web filtering, Creating a URL filter and applying that filter within a web filter
profile allows you to block specific URLs or domains regardless of their IP changes, making it the appropriate and scalable method
for controlling access to websites in the subnet.

NEW QUESTION # 33
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