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feEY 71

Integrated Architecture Use Cases: This section of the exam measures the skills of Cloud Solution
Architects and covers key capabilities within an integrated cloud security architecture. It focuses on
ensuring common identity across platforns, setting multicloud policies, integrating secure access service
edge (SASE), and implementing zero-trust network access models for more resilient cloud environments.

fEY 72

Network and Cloud Security:This section of the exam measures skills of Network Security Engineers and
covers policy design for secure access to cloud and SaaS applications. It outlines techniques like URL
filtering, app control, blocking specific protocols, and using firewalls and reverse proxies. The section also
addresses security controls for remote users, including VPN-based and application-based access methods,
as well as policy enforcement at the network edge.

FEY 273

SAFE Architectural Framework: This section of the exam measures skills of Security Architects and
explains the Cisco SAFE framework, a structured model for building secure networks. It emphasizes the
importance of aligning business goals with architectural decisions to enhance protection across the
enterprise.

Y 74

Visibility and Assurance: This section of the exam measures skills of Security Operations Center (SOC)
Analysts and focuses on monitoring, diagnostics, and compliance. It explains the Cisco XDR solution,
discusses visibility autormation, and describes tools for traffic analysis and log management. The section also
mvolves diagnosing application access issues, validating telemetry for behavior analysis, and verifying user
access with tools like firewall logs, Duo, and Cisco Secure Workload.

fEYZ5

Application and Data Security This section of the exam measures skills of Cloud Security Analysts and
explores how to defend applications and data from cyber threats. It infroduces the MITRE ATT&CK
framework, explains cloud attack patterns, and discusses mitigation strategies. Additionally, it covers web
application firewall functions, lateral movement prevention, microsegmentation, and creating policies for
secure application connectivity in multicloud environments.

FEY Z6

SAFE Key Structure: This section of the exam measures skills of Network Security Designers and focuses
on the SAFE framework's key structural elements. It includes understanding ‘Places in the Network’—the
different network zones—and defining ‘Secure Domains’ to organize security policy implementation
effectively.

feEy 77

User and Device Security: This section of the exam measures skills of Identity and Access Management
Engineers and deals with authentication and access control for users and devices. It covers how to use
identity certificates, enforce multifactor authentication, define endpoint posture policies, and configure single
sign-on (SSO) and OIDC protocols. The section also includes the use of SAML to establish trust between
devices and applications.

fEY 78

Industry Security Frameworks: This section of the exam measures the skills of Cybersecurity Governance
Professionals and introduces major industry frameworks such as NIST, CISA, and DISA. These
frameworks guide best practices and compliance in designing secure systems and managing cloud
environments responsibly.

Cisco Designing and Implementing Secure Cloud Access for Users and
Endpoints 52 & 300-740 A B & (Q117-Q122):

B #117

Cisco Secure Cloud Analytics helps in:

IEf#: D

A. Decreasing visibility into cloud infrastructure

B. Solely managing on-premises network traffic

C. Complicating compliance reporting

D. Identifying potential security threats across cloud environments




HEA#118
Multifactor authentication enhances security by requiring:

A. Only a simple password

B. A single security question

C. A usernamre only for identification

D. Multiple verification methods before granting access

IEf#: D

H #119
Implementing endpoint posture policies is crucial for:

A. Making the network accessible without a password

B. Decreasing network traffic

C. Ensuring devices comply with security standards before accessing the network
D. Allowing all devices to access network resources without checks

H
R

: C

R #120
Which of the following are benefits of implementing cloud security policies for hybrid and multicloud environments?

A. Tmproved compliance with regulatory requirements
B. Increased complexity in management

C. Enhanced data sovereignty and privacy

D. Enhanced agility and scalability

Ef#E: A. C. D

R #121
Which component of the Cisco Security Reference Architecture focuses on identifying and analyzing threats?

¢ A Security operations toolset
¢ B. Threat intelligence

e C. Network security

e D. User/device security

IEf#: B

B #122
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