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NEW QUESTION # 20
Which trend in information security performance is required to be considered during a management review of the ISMS?

A. Achievement of information security objectives

B. Decisions related to continual improvement opportunities
C. Validity of information continuity controls

D. Relevant external and internal requirements changes

Answer: A

Explanation:

Clause 9.3.2 (Management Review Inputs) states that management reviews shall include:

"'c) information on the information security performance, including trends in: (1) nonconformities and corrective actions; (2)
monitoring and measurement results; (3) audit results; and (4) fulfilment of information security objectives." This makesachievement
of information security objectives(option A) a required trend to be considered.

While external/internal requirements (C) and continual improvement opportunities (D) are also part of management review inputs,
they are not specifically listed under "trends in performance.” Option B is outside the direct requirement.

Thus, the verified answer iSA.

NEW QUESTION # 21
‘Which International Standard can be used to implement an ntegrated management system with ISO/IEC
27001?

A. ISO/IEC 27003
B. None of the above
C. ISO/IEC 27013
D. ISO 9001

Answer: C

Explanation:

ISO/IEC 27013 provides specific guidance on theintegration of ISO/IEC 27001 (Information Security Management) and ISO/IEC
20000-1 (IT Service Management). It offers practical advice for organizations seeking a unified management system approach.
While ISO/IEC 27003 (A) provides guidance on ISMS implementation, it does not address integration. ISO 9001 (C) is the Quality
Management Standard and can be integrated, but the specific standard designed forintegrating 27001 with ITSMis ISO/IEC 27013.
Therefore, the correct answer isB: ISO/IEC 27013, as tt is explicitly published for this purpose.

NEW QUESTION # 22
Which is a control title within Annex A of ISO/IEC 27001?

A. Protection of documents

B. Information security in supplier relationships
C. Change control

D. Responsibilities and procedures

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

InISO/IEC 27002:2022, which provides control guidance for Annex A of ISO/IEC 27001, Clause 5.19 is titled:"Information

security in supplier relationships." This control requires organizations to ensure that information security is addressed in supplier
agreements and relationships. It is part of theOrganizational Controls theme. The other options are not control titles in Annex A:
* "Responsibilities and procedures” (B) was used in older standards like ISO/IEC 27001:2005 but no longer exists.

* "Protection of documents" (C) relates to document control but is not a specific Annex A control.

* "Change control" (D) is relevant to ITIL/ITSM but not listed as a control title in Annex A.

Therefore, the correct Annex A control title isA: Information security in supplier relationships.

NEW QUESTION # 23



Who determines the number of days required for a certification audit?

A. The management representative from the organization to be audited

B. The lead internal auditor from the organization to be audited

C. Both the management representative and the external auditor together

D. The external auditor from the Certification Body who will undertake the audit

Answer: D

Explanation:

Certification audits are carried out byCertification Bodies (CBs), not the organization itself. ISO/IEC 27001 requires external
certification audits to be independent, impartial, and objective. According to ISO/IEC 27006 (Requirements for bodies providing
audit and certification of ISMS), the Certification Body determines the audit duration and number of audit daysbased on factors such
as organizational size, complexity, scope, and risk environment. This ensures consistency across organizations and prevents
manipulation by the auditee. ISO/IEC 27001 Clause 9.2 and 9.3 addressinternal audit and management review, but the
determination of certification audit days is outside the organization's control; it rests solely with the accredited Certification Body
auditors. Thus, answer: Bis correct, as the CB's external auditor formally calculates and assigns the audit time.

NEW QUESTION # 24
Which statement is a factor that will influence the implementation of the information security management system?

A. The ISMS will be operated as an independent process within the organization

B. The ISMS will be separate from the organization's overall management structure
C. The ISMS will be scaled to the controls according to the needs of the organization
D. The ISMS will encompass all controls specified within ISO/IEC 27001

Answer: C

Explanation:

ISO/IEC 27001 makes clear that the ISMS is intended to be tailored to the organization. The standard states: " This document also
includes requirements for the assessment and treatment of information security risks tailored to the needs of the organization. The
requirenments set out in this document are generic and are intended to be applicable to all organizations regardless of type, size or
nature." This means implementation is scaled based on each organization's risk, context, and needs, not a fixed one-size-fits-all set of
activities or controls. Clause 6.1.3 further reinforces that control selection is flexible and risk-driven: "' Organizations can design
controls as required or identify them from any source," and "Annex A contains a list of possible information security controls... The
mformation security controls listed in Annex A are not exhaustive and additional information security controls can be included if
needed." Together, these extracts verify that the ISMS implementation is influenced by and scaled to the organization's needs and
selected controls, not separated from management processes (A, D) nor mandated to include "all controls" (B).

NEW QUESTION # 25
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