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E R #329

Your VM are rumning in a subnet that has a subnet mask 0f255.255.255.240. The current subnet has no more free IP addresses
and you require an additional 10 IP addresses for new VMs. The existing and new VMs should all be able to reach each other
without additional routes. What should you do?

A. Create a new subnet with the same starting IP but a wider range to overwrite the current subnet.
B. Delete the subnet, and recreate it using a wider range of IP addresses.

C. Create a new project. Use Shared VPC to share the current network with the new project.

D. Use geloud to expand the IP range of'the current subnet.

IEf: C

M #330
After a recent security incident, your startup company wants better insight into what is happening in the Google Cloud environment.
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You need to monitor unexpected firewall changes and instance creation. Your company prefers simple solutions. What should you
do?

¢ A. Turn on Google Cloud firewall rules logging, and set up alerts for any insert, update, or delete events.

¢ B. Install Kibana on a compute Instance. Create a log sink to forward Cloud Audit Logs filtered for firewalls and compute
instances to Pub/Sub. Target the Pub/Sub topic to push messages to the Kibana instance. Analyze the logs on Kibana in real
time.

e C. Create a log sink to forward Cloud Audit Logs filtered for firewalls and compute instances to Cloud Storage.Use
BigQuery to periodically analyze log events in the storage bucket.

¢ D. Use Cloud Logging filters to create log-based metrics for firewall and instance actions. Monitor the changes and set up
reasonable alerts.

IEf#: D

HM #331

You have an application on a general-purpose Compute Engine instance that is experiencing excessive disk read throttling on its
Zonal SSD Persistent Disk. The application primarily reads large files from disk. The disk size is currently 350 GB. You want to
provide the maximum amount of throughput while minimizing costs.

‘What should you do?

A. Increase the size of the disk to 1 TB.

B. Increase the allocated CPU to the instance.

C. Migrate to use a Local SSD on the instance.
D. Migrate to use a Regional SSD on the instance.

Ef#: C

E R #332
You are deploying an application to a Compute Engine VM in a managed instance group. The application must be running at all

times, but only a single instance of the VM should run per GCP project. How should you configure the instance group?

A. Set autoscaling to On, set the minimum number of instances to 1, and then set the maximum number of instances to 1.
B. Set autoscaling to Off; set the minimum number of instances to 1, and then set the maximum number of nstances to 2.
C. Set autoscaling to On, set the minimum number of instances to 1, and then set the maximum number of instances to 2.
D. Set autoscaling to Off; set the minimum number of instances to 1, and then set the maximum number of instances to 1.

EfE: A

H R #333

You built an application on your development laptop that uses Google Cloud services. Your application uses Application Default
Credentials for authentication and works fine on your development laptop. You want to migrate this application to a Compute
Engine virtual machine (VM) and set up authentication using Google- recommended practices and minimal changes. What should
you do?

e A. Store credentials for your user account with appropriate access for Google services in a config file, and deploy this config
file with your application.

e B. Store credentials for service accounts with appropriate access for Google services in a config file, and deploy this config
file with your application.

e C. Assign appropriate access for Google services to the service account used by the Compute Engine VM.

e D. Create a service account with appropriate access for Google services, and configure the application to use this account.

A -

In general, Google recommends that each instance that needs to call a Google API should run as a service account with the minimum
permissions necessary for that instance to do its job. In practice, this means you should configure service accounts for your instances
with the following process: Create a new service account rather than using the Compute Engine default service account. Grant IAM
roles to that service account for only the resources that it needs. Configure the instance to run as that service account. Grant the



mstance the

https//www.googleapis.com/auth/cloud-platform scope to allow full access to all Google Cloud APIs, so that the JAM permissions
of the instance are completely determined by the IAM roles of the service account.

Avoid granting more access than necessary and regularly check your service account permissions to make sure they are up-to-date.
https/cloud.google.com/compute/docs/access/create-enable-service-accounts-for-instances#best _practices
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