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EMC Dell NIST Cybersecurity Framework 2.0 Sample Questions (Q181-
Q186):
NEW QUESTION # 181 
The CSF recommends that the Communication Plan for an IRP include audience, method of communication, frequency, and what
other element?

A. Templates to use
B. Incident category
C. Incident severity
D. Message criteria

Answer: D
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NEW QUESTION # 182 
A bank has been alerted to a breach of its reconciliation systems. The notification came from the cybercriminals claiming
responsibility in an email to the CEO. The CEO has alerted the company CSIRT. What does the Communication Plan for the IRP
specifically guide against?

A. Transfer of chain of custody
B. Initiating kill chain
C. Accelerated turn over
D. Rushed disclosure

Answer: D

NEW QUESTION # 183 
How does COBIT 2019 enhance the implementation of the NIST Cybersecurity Framework?

A. By defining specific recovery processes
B. By providing detailed technical configurations
C. By offering a governance structure for managing risks
D. By aligning with external vendor practices

Answer: C

NEW QUESTION # 184 
Which of the following is NOT a component of the NIST Cybersecurity Framework?

A. Tiers
B. Sectors
C. Profiles
D. Core functions

Answer: B

NEW QUESTION # 185 
What is an accurate statement concerning the Cyber Resilient Lifecycle (CRLC) and the Cybersecurity Framework (CSF)?

A. The CRLC is focused on business resiliency; the CSF is focused on providing a framework.
B. The CRLC is focused on cybersecurity; the CSF is focused on science and technology.
C. The CRLC and CSF are separate frameworks, and are used separately.
D. The CRLC can be used to make the CSF actionable.

Answer: D

NEW QUESTION # 186
......
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