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Palo Alto Networks Security Service Edge Engineer Sample Questions (Q49-
Q54):

NEW QUESTION # 49

An engineer has configured a Web Security rule that restricts access to certain web applications for a specific user group. During
testing, the rule does not take effect as expected, and the users can still access blocked web applications.

What is a reason for this issue?

A. The rule was created with improper threat management settings.

B. The rule was created in the wrong scope, affecting only GlobalProtect users instead of all users.
C. The rule was created at a lower level in the rule hierarchy, giving priority to a higher-level rule.
D. The rule was created at a higher level in the rule hierarchy, giving priority to a lower-level rule.
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Answer: C

Explanation:

Prisma Access applies security rules in a hierarchical order, where rules at higher levels take precedence over those at lower levels.
Ifa more permissive rule is placed higher in the hierarchy, it may allow traffic before the restrictive Web Security rule is evaluated.
To resolve this, the engineer shouldreorder the rules to ensure the restrictive Web Security rule is positioned higher in the hierarchyso
it is applied before any broader or conflicting rules.

NEW QUESTION # 50

A malicious user is attempting to connect to a blocked website by crafting a packet using a fake SNI and the correct website in the
HTTP host header.

‘Which option will prevent this form of attack?

A. Advanced Threat Prevention option to block "Domain Fronting”

B. Advanced URL Filtering and block the "Malicious Behavior" category

C. Advanced URL Filtering and block "SNI mismatch with Server Certificate (SAN/CN)"
D. SSL Decryption to "Block sessions on SNI mismatch with Server Certificate (SAN/CN)"

Answer: D

Explanation:

This option ensures thatSSL Decryptionchecks for mismatches between theServer Name Indication (SNI) fieldin the TLS
handshake and theCommon Name (CN) or Subject Alternative Name (SAN) in the server certificate. If a malicious user tries to
bypass content filtering by spoofing theSNI while using the real blocked website in the HTTP host header, this setting will detect the
discrepancy andblock the session, preventing unauthorized access.

NEW QUESTION # 51
How can a senior engineer use Strata Cloud Manager (SCM) to ensure that junior engineers are able to create compliant policies
while preventing the creation of policies that may result in security gaps?

¢ A. Configure an auto tagging rule in SCM to trigger a Security policy review workflow based on a security rule tag, then
instruct junior engineers to use this tag for all new Security policies.

¢ B. Use security checks under posture settings and set the action to "deny" for all checks that do not meet the compliance
standards.

e C. Runa Best Practice Assessment (BPA) at regular intervals and manually revert any policies not meeting company
compliance standards.

¢ D. Configure role-based access controls (RBACs) for all junior engineers to limit them to creating policies in a disabled state,
manually review the policies, and enable them using a senior engineer role.

Answer: B

Explanation:

By usingsecurity checks under posture settingsinStrata Cloud Manager (SCM), the senior engineer can enforcepolicy compliance
standardsbyautomatically denyingany security policy that does notalign with best practices. This ensures that junior engineers can
create policies while preventing configurations that might introduce security gaps. This proactive approacheliminates manual
oversightand enforces conmpliance at the time of policy creation, reducing risk and ensuring consistent security enforcement.

NEW QUESTION # 52

A customer is implementing Prisma Access (Managed by Strata Cloud Manager) to connect mobile users, branch locations, and
business-to- business (B2B) partners to their data centers.

The solution must meet these requirements:

The mobile users must have internet filtering, data center connectivity, and remote site connectivity to the branch locations.

The branch locations must have internet filtering and data center connectivity.

The B2B partner connections must only have access to specific data center internally developed applications running on non-
standard ports.

The security team must have access to manage the mobile user and access to branch locations.

The network team must have access to manage only the partner access.



How should Prisma Access be implemented to meet the customer requirements?

¢ A. Deploy two Prisma Access instances - the first with mobile users, remote networks, and private access for all internal
connection types, and the second with remote networks and private application access for B2B connections - and use the
specific configuration scope for the connection type to manage access.

¢ B. Deploy a Prisma Access instance with mobile users, remote networks, and private access for all connection types, and use
the Prisma Access Configuration scope to manage all access.

¢ C. Deploy a Prisma Access instance with mobile users, remote networks, and private access for all connection types, and use
the specific configuration scope for the connection type to manage access.

¢ D. Deploy two Prisma Access instances - the first with mobile users, remote networks, and private access for all internal
connection types, and the second with remote networks and private application access for B2B connections - and use the
Strata Multitenant Cloud Manager Prisma Access configuration scope to manage access.

Answer: A

Explanation:

To meet the customer's requirements, two separate Prisma Access instances should be deployed:

* Instance 1should includemobile users, remote networks, and private accessfor internal connectivity.

This ensures that mobile users can access the internet, data centers, and remote branch locations while enforcing security policies.

* Instance 2should be configured withremote networks and private application accessfor B2B connections. This instance will restrict
access to only the required internally developed applications using non-standard ports, ensuring that partners cannot access other
corporate resources.

By usingspecific configuration scopes for different connection types, the security team can manage access to mobile users and
branch locations, while the network team can manage B2B partner connections. This ensuresproper segmentation of management
responsibilitieswhile maintaining security and compliance.

NEW QUESTION # 53

An mtern is tasked with changing the Anti-Spyware Profile used for security rules defined i the GlobalProtect folder. All security
rules are using the Default Prisma Profile. The intern reports that the options are greyed out and cannot be modified when selecting
the Default Prisma Profile.

Based on the image below, which action will allow the intern to make the required modifications?

A. Request edit access for the GlobalProtect scope.

B. Modify the existing anti-spyware profile, because best-practice profiles cannot be removed froma group.
C. Change the configuration scope to Prisma Access and modify the profile group.

D. Create a new profile, because default profile groups cannot be modified.

Answer: D

Explanation:

Palo Alto Networks best practices and the behavior of Strata Cloud Manager (SCM) dictate thatpredefined or default objects,
including profile groups like "Default Prisma Profile," cannot be directly modified.

These default objects serve as baseline configurations and are often locked to prevent accidental or unintended changes that could
impact the overall security posture.

The intern's experience of the options being greyed out when selecting "Default Prisma Profile” is a direct indication of this
immutability of default objects.

Therefore, the correct action is to:

* Create a new Profile Group:The intern should create a new profile group within the appropriate configuration scope (likely
GlobalProtect, given the task).

* Configure the new Profile Group:In this new profile group, the intern can select the desired Anti- Spyware Profile (which might be
an existing custom profile or a new one they create).

* Modify Security Rules:The security rules currently using the "Default Prisma Profile” in the GlobalProtect folder need to be
modified to use this newly created profile group.

Let's analyze why the other options are incorrect based on official documentation:

* A. Request edit access for the GlobalProtect scope. While having the correct scope permissions is necessary for
makinganychanges within GlobalProtect, it will not override the inherent immutability of default objects like "Default Prisma Profile."
Edit access will allow the intern to create new objects and modify rules, but not directly edit the default profile group.

* B. Change the configuration scope to Prisma Access and modify the profile group. The image shows that "Default Prisma Profile”
has a "Location" of "Prisma Access." However, even within the Prisma Access scope, default profile groups are generally not
directly editable. The issue is not the scope but the fact that it's a default object.



* D. Modify the existing anti-spyware profile, because best-practice profiles cannot be removed froma group.The question is about
changing theprofile group, not the individual Anti-Spyware Profile. While "best-practice" profiles might be part of default groups, the
core issue is the inability to modify thedefault groupitself. Creating a new group allows the intern to choose which Anti-Spyware
Profile to include.

In summary, the fimdamental principle in Palo Alto Networks management is that default objects are typically read-only to ensure a
consistent and predictable baseline. To make changes, you need to create custom objects.

NEW QUESTION # 54
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