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Which business area in the enterprise risk management (ERM) strategy is concerned with formal risk assessments when forming new
or renewing existing vendor relationships?

A. Marketing

B. Procurement

C. Quality assurance

D. Software development

Z%: B

fi# RS -

Theprocurementfunction is directly responsible for vendor selection and contract management, including risk assessments of new or
renewed vendor relationships. This ensures that third-party providers meet security, conpliance, and performance requirements.
Software development and quality assurance focus on product creation and validation. Marketing manages branding and outreach.
None of'these directly involve evaluating external vendor risk.
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Procurement integrates due diligence, contract clauses, and performance monitoring into enterprise risk management. This reduces
exposure to third-party threats and ensures compliance with frameworks such as ISO 27036 (supplier relationships) and NIST
vendor risk management guidelines.

i =8 #22

A group of DevOps engineers adopted the network-as-code methodology to manage network infrastructure.

During a code release, the engineers find a bug that is causing issues on a production site. Which safeguard will allow the engineers
to restore functionality to the production site?

A. Rollback

B. Staging

C. Code review
D. Code testing

ER: A

R B B -

Arollbackis the safeguard that restores a systemto its previous, stable state when a new code release introduces issues. In DevOps
workflows, rollbacks provide a rapid recovery mechanism, reducing downtime and minimizing customer impact.

Staging, code review, and testing are preventive controls that reduce the likelihood of defects reaching production, but once a bug
has already been deployed, rollback is the corrective control.

Rollback strategies often rely on version control systems, container orchestration, or infrastructure-as-code automation to quickly
revert to earlier configurations. This practice is essential for mamtaining reliability and availability, especially in cloud environments
with continuous deployment pipelines.

8 #23

An organization is implementing a new hybrid cloud deployment. Before granting access to any of the resources, the security team
wants to ensure that all employees are checked against a database to see if they are allowed to access the requested resource.
Which type of security control is the organization leveraging for its employees?

A. Authentication
B. Web application firewall (WAF)
C. Authorization

D. Antispyware program
BR: C
AR A«

The described control isauthorization, which occurs after authentication. Authorization determines what resources a user can access
based on their role, attributes, or policies stored in an access control database.

Authentication confirms identity, but authorization validates permissions. WAFs protect applications from malicious traffic, and
antispyware tools detect malware. Neither applies to access decisions.

By checking users against a database of permissions, the organization enforces the principle of least privilege, ensuring employees
only access the resources necessary for their role. This strengthens data protection, reduces insider threats, and aligns with
compliance requirements for access governance.

FIRE #24

Which security information and event management concept focuses on account and service hijacking issues?

A. Access control

B. Digital forensics

C. Trust

D. Lightweight Directory Access Protocol

BE: A

fE R A«
Access control is the STEM-related concept that focuses on preventing and detecting account and service hjjacking. Managing



Cloud guidance explains that access control mechanisims define who can access systens, services, and data, and under what
conditions.

SIEM solutions monitor access control events such as failed logins, privilege escalation, and abnormal authentication patterns. By
analyzing these events, organizations can detect compromised accounts, stolen credentials, or unauthorized service access.

Digital forensics occurs after an incident, trust is a conceptual principle, and LDAP is a directory protocol rather than a STEM focus
area. Therefore, access control is the correct answer.

i 8 #25
Which cloud storage architecture allows the digital rights management (DRM) solutions to associate metadata with the materials in
storage?

A. Relational database
B. Object-based

C. Volume

D. File

ZX: B

i RE S B -

Object-based storage architecture allows digital rights management (DRM) solutions to associate metadata directly with stored
materials. Managing Cloud documentation highlights that object storage is designed to store data as discrete objects, each containing
the data itself, a unique identifier, and customizable metadata.

This metadata capability is essential for DRM solutions, as it enables the attachment of usage rights, access restrictions, expiration
rules, and ownership nformation to digital content. Because metadata is stored alongside the object, policies can be enforced
consistently regardless of where or how the data is accessed within the cloud environment.

Other storage architectures lack this flexibility. Volume and file storage focus on block-level or hierarchical file systems with fimited
metadata support, while relational databases require structured schemas not optimized for DRM metadata association. Object-
based storage's native metadata fimctionality makes it the preferred architecture for enforcing content protection and rights
management in the cloud.
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