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45. Frage
(What type of encryption uses different keys to encrypt and decrypt the message?)

A. Symmetric
B. Asymmetric
C. Secure

D. Private key

Antwort: B

Begriindung;

Asymimetric encryption (also called public key cryptography) uses a pair of mathematically related keys: a public key and a private
key. One key is used to encrypt, and the other is used to decrypt, which is the defining "different keys" property asked in the
question. In the common confidentiality use case, a sender encrypts a message using the recipient's public key, and only the recipient
can decrypt it using their private key. This solves the key distribution problem inherent in symmetric encryption, where both parties
must securely share the same secret key in advance. Asymmetric systens also enable digital signatures: the private key signs (creates
a signature) and the public key verifies it, providing authenticity and integrity. Symmetric encryption, by contrast, uses the same
shared key for both encryption and decryption (even though internal round keys may exist, it is still one shared secret).

"Private key" alone is not a full encryption type, and "secure" is a generic description rather than a cryptographic category.
Therefore, the correct answer is D. Asymmetric.

46. Frage
(What is the value of 23 mod 6?)

A 04
B. 05
C.03
D. 06

Antwort: B

Begrindung;

The expression 23 mod 6 asks for the remainder when 23 is divided by 6. Modular arithmetic is foundational in cryptography,
especially in public-key systems (RSA, Diffie-Hellman, ECC) where operations occur in finite rings or fields. To compute 23 mod 6,
identify the largest multiple of 6 that does not exceed 23.

Multiples of 6 are 6, 12, 18, 24. Since 24 is greater than 23, the largest valid multiple is 18. Subtract: 23 # 18

=5, so the remainder is 5. Therefore, 23 mod 6 = 5, which corresponds to option "05." Modular reduction keeps numbers within a
fixed range (0 to modulus#1), enabling stable arithmetic under wraparound behavior.

In cryptographic protocols, this wraparound property is essential for defining groups and ensuring operations remain bounded and
consistent.

47. Frage
(What is modular arithmetic in cryptography?)

e A The study of secret codes
¢ B. The art of deciphering messages using prime numbers
e C. The process of encoding messages using large integers
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¢ D. A method of encrypting messages using modular operations
Antwort: D

Begrindung;

Modular arithmetic is the mathematics of working with remainders after division by a fixed number called the modulus. In
cryptography, it underpins many core constructions because it defines arithmetic in finite sets (rings and fields) where values "wrap
around," enabling stable, repeatable operations with bounded results.

Public-key systens like RSA rely on modular exponentiation (raising integers to powers modulo a composite number), while Diffie-
Hellman and many elliptic-curve schemes operate in groups defined by modular arithmetic properties. Encryption and key exchange
use modular operations because they allow efficient computation forward (e.g., exponentiation modulo a large number) while making
certain inverse problems computationally hard without secret information (e.g., factoring or discrete logarithns). Modular reduction
also helps keep intermediate values manageable and supports group propetties needed for proofs of security.

Although modular arithimetic is not "encryption by itself)" it is a foundational method used inside encryption algorithms and protocols.
Therefore, among the options, describing it as a method used for encryption via modular operations best matches cryptographic
usage.

48. Frage
(How can auditing enhance an organization' s cryptographic practices?)

A. Tt guarantees that no security incidents will occur.

B. It eliminates the need for regular policy updates.

C. It identifies weaknesses in current practices.

D. It ensures all employees are trained in cryptography.

Antwort: C

49. Frage
(Which encryption algorithm uses an 80-bit key and operates on 64-bit data blocks?)

A. Canellia
B. Twofish

C. Blowfish
D. Skipjack

Antwort: D

Begriindung;

Skipjack is a symmetric block cipher historically associated with the Clipper chip initiative. Its defining parameters match the
question: it operates on 64-bit blocks and uses an 80-bit key. The other options do not fit those exact sizes. Twofish is a 128-bit
block cipher with key sizes up to 256 bits. Blowfish is a 64-bit block cipher, but its key size is variable fiom 32 up to 448 bits and is
not fixed at 80 bits as a defining property.

Canellia is a 128-bit block cipher with key sizes of 128, 192, or 256 bits. Skipjack's smaller key size and legacy design make it
unsuitable for modern security needs, but the question is purely about identifying the algorithm that matches an 80-bit key and 64-bit
blocks. Therefore, the correct answer is Skipjack.
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