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Fortinet NSE 7 - Enterprise Firewall 7.2 Sample Questions (Q49-Q54):
NEW QUESTION # 49 
While configuring the BGP protocol, an administrator applies the set network-import-check disable command under config network.
What will FortiGate do as a result of this command?

A. FortiGate will not advertise the prefixes, if it is not in the routing table.
B. FortiGate will not advertise any imported routes received from one BGP neighbor to another.
C. FortiGate will advertise all the prefixes in the BGP network table to its BGP neighbor, even if it is not in the routing table.
D. FortiGate will advertise only the corresponding prefixes in the BGP network table to its BGP neighbor, even if it is not in
the routing table.
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Answer: C

Explanation:
Fortigate doesn't advertise the prefix. You can change this behavior by disabling the network- import-check setting. After you
disable the setting, Fortigate advertises all prefixes in the BGP network table, regardless of the active routes present in the routing
table.

NEW QUESTION # 50 
Refer to the exhibit, which shows an ADVPN network.

Which VPN phase 1 parameters must you configure on the hub for the ADVPN feature to function? (Choose two.)

A. set add-route enable
B. set auto-discovery-forwarder enable
C. set auto-discovery-receiver enable
D. set auto-discovery-sender enable

Answer: B,C

Explanation:
For the ADVPN feature to function properly on the hub, the following phase 1 parameters must be configured:
A). set auto-discovery-forwarder enable: This enables the hub to forward shortcut information to the spokes, which is essential for
them to establish direct tunnels.
C). set auto-discovery-receiver enable: This allows the hub to receive shortcut offers from the spokes.
This information is corroborated by the Fortinet documentation, which explains that in an ADVPN setup, the hub must be able to
both forward and receive shortcut information for dynamic tunnel creation between spokes.

NEW QUESTION # 51 
Which statement about network processor (NP) offloading is true?

A. The NP provides IPS signature matching
B. You can disable the NP for each firewall policy using the command np-acceleration st to loose.
C. For TCP traffic FortiGate CPU offloads the first packets of SYN/ACK and ACK of the three-way handshake to NP
D. The NP checks the session key or IPSec SA

Answer: D

NEW QUESTION # 52 
Which ADVPN configuration must be configured using a script on fortiManager, when using VPN Manager to manage fortiGate
VPN tunnels?

A. Configure IP addresses on IPsec virtual interlaces
B. Disable add-route on hub
C. Set protected network to all



D. Enable AD-VPN in IPsec phase 1

Answer: D

Explanation:
To enable AD-VPN, you need to edit an SD-WAN overlay template and enable the Auto-Discovery VPN toggle. This will
automatically add the required settings to the IPsec template and the BGP template. You cannot enable AD-VPN directly in the
IPsec phase 1 settings using VPN Manager. References := ADVPN | FortiManager 7.2.0 - Fortinet Documentation

NEW QUESTION # 53 
Refer to the exhibit, which shows a custom signature.

Which two modifications must you apply to the configuration of this custom signature so that you can save it on FortiGate? (Choose
two.)

A. Add attack_id.
B. Add severity.
C. Start options with --.
D. Ensure that the header syntax is F-SBID.

Answer: B,D

Explanation:
For a custom signature to be valid and savable on a FortiGate device, it must include certain mandatory fields.
Severity is used to specify the level of threat that the signature represents, and attack_id is a unique identifier for the signature.
Without these, the signature would not be complete and could not be correctly utilized by the FortiGate's Intrusion Prevention
System (IPS).

NEW QUESTION # 54
......
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