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Reliable SY0-701 Practice Questions & Reliable SY0-701 Test Dumps
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CompTIA Security+ Certification Exam Sample Questions (Q313-Q318):
NEW QUESTION # 313 
Which of the following would most likely be a hacktivist's motive?

A. Philosophical beliefs
B. Revenge
C. Financial gain
D. Espionage

Answer: A
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Explanation:
Hacktivists are typically driven by ideological or political motivations, using hacking to promote or protest specific philosophical
beliefs or causes.

NEW QUESTION # 314 
A security analyst finds a rogue device during a monthly audit of current endpoint assets that are connected to the network. The
corporate network utilizes 002.1X for access control. To be allowed on the network, a device must have a Known hardware
address, and a valid user name and password must be entered in a captive portal. The following is the audit report:
Which of the following is the most likely way a rogue device was allowed to connect?

A. A DMCP failure caused an incorrect IP address to be distributed
B. An administrator bypassed the security controls for testing.
C. DNS hijacking let an attacker intercept the captive portal traffic.
D. A user performed a MAC cloning attack with a personal device.

Answer: D

NEW QUESTION # 315 
An accounting employee recently used software that was not approved by the company. Which of the following risks does this most
likely represent?

A. Supply chain
B. Hacktivist
C. Shadow IT
D. Unskilled attacker

Answer: C

Explanation:
The use of unauthorized software by an internal employee is a classic example of Shadow IT, where unsanctioned applications
introduce unvetted security and compliance risks.

NEW QUESTION # 316 
A security analyst scans a company's public network and discovers a host is running a remote desktop that can be used to access
the production network. Which of the following changes should the security analyst recommend?

A. Connecting the remote server to the domain and increasing the password length
B. Using a proxy for web connections from the remote desktop server
C. Setting up a VPN and placing the jump server inside the firewall
D. Changing the remote desktop port to a non-standard number

Answer: C

Explanation:
Explanation
A VPN is a virtual private network that creates a secure tunnel between two or more devices over a public network. A VPN can
encrypt and authenticate the data, as well as hide the IP addresses and locations of the devices. A jump server is a server that acts
as an intermediary between a user and a target server, such as a production server. A jump server can provide an additional layer of
security and access control, as well as logging and auditing capabilities. A firewall is a device or software that filters and blocks
unwanted network traffic based on predefined rules. A firewall can protect the internal network from external threats and limit the
exposure of sensitive services and ports. A security analyst should recommend setting up a VPN and placing the jump server inside
the firewall to improve the security of the remote desktop access to the production network. This way, the remote desktop service
will not be exposed to the public network, and only authorized users with VPN credentials can access the jump server and then the
production server. References: CompTIA Security+ Study Guide: Exam SY0-701, 9th Edition, Chapter 8: Secure Protocols and
Services, page
382-383 1; Chapter 9: Network Security, page 441-442 1



NEW QUESTION # 317 
A company has yearly engagements with a service provider. The general terms and conditions are the same for all engagements. The
company wants to simplify the process and revisit the general terms every three years. Which of the following documents would
provide the best way to set the general terms?

A. MOU
B. NDA
C. SLA
D. MSA

Answer: D

NEW QUESTION # 318
......
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