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e Security and Compliance: This section of the exam measures the skills of IT Security Analysts and focuses
on the data protection and compliance aspects of Instana deployment. Candidates nust describe and

=x 1 implement data retention policies, plan for regulatory compliance, secure APIs, manage user access, and

mterpret audit logs. The goal is to ensure secure system configurations that align with organizational and
regulatory standards.

¢ Operations: This section of the exam measures the skills of Application Monitoring Specialists and covers
daily operational tasks for managing Instana environments. It includes configuring website and application
monitoring, handling synthetic monitoring, and creating incidents, issues, and alerts. Candidates will analyze
FH 2 mnfrastructure performance, set maintenance windows, and design custom dashboards. They are also
expected to interpret golden signals, evaluate alerts, use analytics, and perform backup or restore
operations to maintain optimal system performance.

¢ Troubleshooting: This section of the exam measures the skills of System Support Engineers and focuses on
resolving technical and operational issues in Instana. It includes configuring log levels, collecting logs for
debugging, and identifying connectivity issues between agents and the backend. Candidates will
troubleshoot installation failures, diagnose communication problemns, and apply corrective measures to
ensure consistent Instana performance and stability across environments.

=3

e Integration: This section of the exam measures the skills of Integration Engineers and assesses their
proficiency in connecting Instana with external monitoring and automation tools. Candidates must
demonstrate knowledge of integrating agent-based systems such as Omegamon, I'TM, and ITCAM, as

=M 4 well as external platforms like Prometheus and Grafana. The section also includes configuring alert

channels, automation actions, and utilizing the Instana REST API to support customized workflows and
data visibility.
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¢ Configuration: This section of the exam measures the skills of DevOps Administrators and evaluates their
ability to configure and optimize Instana operational settings. It involves setting up business process
monitoring, configuring both cloud and serverless agents, and defining agent proxy parameters. Candidates
=X 5 will learn to implement various technologies and sensors, manage OpenTelemetry integrations, set up smart
alerts, create service naming rules, and define custom SLIs and payloads for alert channels. Managing
licenses and ensuring proper configuration of alerts and notifications are also key components of this
domain.
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EE #52
‘Which responsibilities align with the DevOps persona in Instana and how does it assist in fulfilling these responsibilities?

A. Managing on-premises IT infrastructure performance and optimization

B. Configuring infrastructure dependencies to ensure smooth application deployment

C. Developing new microservices and applications without worrying about infrastructure provisioning

D. Ensuring application stability and security by automating alerting, incident mitigation, and monitoring configuration data
updates

HE: D

Y.

Instana documentation differentiates user personas, with the DevOps role centered on continuous improvement, automation, and
reliability engineering. The IBM guide specifies: "DevOps roles use Instana to ensure application stability and security through
autormated alerting, incident management workflows, and adaptive configuration updates." Instana assists DevOps teams by
detecting anomalies immediately through Smart Alerts, contextual health signatures, and automated remediation routines (via actions
or webhooks). These finctions align with Site Reliability Engineering practices, aiming to ensure service quality while enforcing rapid
feedback loops. Autormted configuration data updates synchronize agent sensors and dependencies without manual intervention,
supporting faster CI/CD cycles. This differs from infrastructure or developer-focused responsibilities- here, emphasis is on achieving
observability at scale for system operations. The integration of performance metrics, distributed tracing, and intelligent alerting allows
DevOps teams to iterate on monitoring configurations alongside continuous deployment, keeping microservice systens stable under

constant change.

EE #53
In context of Golden Signals in Instana monitoring, what is the true definition of latency?

A. How long does it take to open a webpage

B. How long does it take to login to mobile application

C. How many errors are there in one HTTP request

D. How long it takes to handle or service a particular request

¥e: D

MY

Latency is one of the four principal Golden Signals monitored in Instana and critical for measuring system performance and user
experience. According to IBM Instana Observability documentation: "Latency is the time it takes to handle or service a request,
measured as the duration between request start and response end." This applies regardless of protocol (HTTP, RPC, messaging,
etc.) and is used to evaluate whether services are fast or slow under real load. Instana automatically tracks latency for every
transaction, as shown in traces and metrics: this enables teans to identify slow services, resource contention, and downstream
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delays. Golden Signals (latency, error rate, traffic, saturation) provide a universal framework recognized in both SRE and
performance engineering disciplines. The actual duration a user spends logging in or opening a webpage may be an instance of
latency, but Instana's definition is generalized to any service request (API, DB, etc.), not just interactive browser events. Error count
is monitored separately (error signal).

AE #54
‘Which tool does Instana use to provide geographical data by mapping user IP addresses?

A. Google Maps API

B. Universal Geo database
C. Geo Application Service
D. GeoLite2 database

HE: D

Y.

IBM Instana leverages the open-source and widely recognized GeoLite2 database for mapping user IP addresses to their
approximate physical locations in synthetic and real user monitoring scenarios. The documentation details: "Instana provides
geographical and location metadata based on the GeoLite2 database, which is regularly updated for improved accuracy and privacy
compliance." GeoLite2 is a MaxMind-developed database providing country, city, region, and sometimes ISP-level information
from [P addresses. Using an on-premise and regularly-curated geo database ensures no end-user data is ever transmitted to external
or third-party web mapping services (such as Google Maps), maintaining strong data privacy and compliance for enterprise
customrers. Other listed tools are not native to Instana's geo lookup implementation.

HE#55
What prevents Ansible actions from manual deletion within Instana?

A. Default Actions cannot be deleted.

B. There is no name specified on the action.
C. The action is active.

D. Actions have been imported.

HE. A

ME:

IBM Instana documentation is explicit: some action definitions, including default and built-in (such as Ansible) actions supplied by the
platform, cannot be manually deleted by users or admins. It states: "Default Actions-including Ansible integration actions pre-defined
by Instana-are protected from manual deletion to ensure availability and platform integrity." This ensures that core automation
integrations remain finctional and the baseline for remediations, regardless of user error or misconfiguration. Custom or imported
actions can be removed, but defaults-tagged as such in the Ul-are non-removable, safeguarding operational continuity and
maintaining standardized integrations across manual and automated workflows. Active status or name presence does not impact
deletion ability; it is the default/built-in status (D) that enforces this lock.

EE #56
Which action is required to enable features in the Instana Self-Hosted Custom Edition?

A. Add feature flags in the configuration file for the units.
B. Restart the backend.

C. Modify the deployment settings.

D. Add feature flags in the configuration file for the core.

He:. D

Y.

Enabling advanced features in Instana Self-Hosted Custom Edition requires administrators to add or adjust feature flags in the core
configuration file, as per IBM's setup documentation. Specifically: "Feature enablement in Instana Self-Hosted Custom Edition is
controlled via feature flags set in the core configuration file, allowing platform-wide updates at startup." Modifying deployment
settings may affect resources or endpoints but does not toggle internal features. Unit-level configuration affects only specific



microservices, not centralized capabilities. Restarting the backend is necessary after changing configuration but is not itself a feature-
enabling action. The central core configuration file, located under the main configuration directory, contains comprehensive toggles
for features spanning UI, backend, and data processing pipelines. Only changes made here and saved with appropriate syntax will
activate platform features on next start or reload.

HE #57
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