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Infrastruciure as & servick (Ias) - cormect answers

alkows the custormer 1o install all software, including operating sysiams (oss) on harndware
housed and connected by the cloud vendar

Flatiom as a senvice (paas) - comec] Bngwers-

containg everything included in Lzas, with the addition of oss. this model is especially use!
ul for softesine developmaent operations (tivops)

Software a5 a senice (Saas) - correct answers

incledes everything Ested in the pravious infrastructure as a service (iaas) and platform a
s & gervice (paas) models, with the asgdition of softwase programs.

Encryplion - cormect angwers-

aifers a degree of assurance thal nobady wathout authorization will b able 10 access your
dala in a meaninghul way.

Cloud servica pravider (CSP) - comecl answers-

provides administrative assistance for he cusiomer and the cusiomer's dala and process
ing needs. examples include amazon web services, rackspace, and microsoft's azure.
Virtualization - coemecl answers-

a process of creating a virtual version of somathing, including vinual computer hardware
plalfoms, operating syslems, slorage devices, and compuler network resources.

‘Wendaor lock-in - correct answers-

occurs in a siuation where a customer may be unable (o leave, migraie, or fransler fo an
allernate provides due fo technical of non-technical constrainls.

Clowd providar - cormect answars

a senvice provider that offers customer storage or software solutions available via a public
network, wsually the internet.

Clowd portability - correct answeis-

th atality to move apphcations and asscciabed dath bitasen ong cloud provider and anol
her, or betwaen legacy and choud environmants.

Clowd access securily broker (CASB) - comect answers-a {hird-

party entity oflering indepandent identity and access management (LAM) services lo csps
and cloud cusiomers, often as an intermediary

W use whal lo determing the crilical paths, processes, and assels of an organization?
comecl answars-

BIA {the business impact analysis is dasigned 1o ascerain the value of the organization's
assets, and leam the crilical paths and processes.)

If & clowd customer wants 8 bara-

banes amaranmient inwihich to réphcate thir own anlerpnse lor be'dr purpases, which el
oud service model would probably be best? - correct answers-iaas -

iaas oftfers whal is basically a hotiwarm di sile, wilh hardware, connectily, and utifities,
albowing the customer 1o busd cul any kind of software configuration (including choosing
053}
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WGU Managing Cloud Security (JY02) Sample Questions (Q117-Q122):

NEW QUESTION # 117
Which component allows customers to transfer data into and out of a cloud computing vendor's environment?

A. Virtual display
B. Network

C. Load balancer
D. Firewall

Answer: B

Explanation:

Thenetworkis the component that enables customers to transfer data into and out of a cloud environment. It provides the
connectivity through which data is uploaded, downloaded, and exchanged between customer systerms and cloud infrastructure.
Firewalls protect the network by filtering traffic, load balancers distribute requests across resources, and virtual displays present
nterfaces, but none directly facilitate the transfer of data.

In cloud models, secure networking is critical. Protocols like TLS encrypt traffic, while VPN and private links provide additional
isolation. Reliable networking ensures availability, while strong controls safeguard confidentiality and integrity. Customers must
ensure that the cloud provider offers secure, high-performance network services to support business needs.

NEW QUESTION # 118

An organization is implementing a new hybrid cloud deployment. Before granting access to any of the resources, the security team
wants to ensure that all employees are checked against a database to see if they are allowed to access the requested resource.
Which type of security control is the organization leveraging for its employees?

A. Antispyware program

B. Authorization

C. Authentication

D. Web application firewall (WAF)

Answer: B

Explanation:

The described control isauthorization, which occurs after authentication. Authorization determines what resources a user can access
based on their role, attributes, or policies stored in an access control database.

Authentication confirms identity, but authorization validates permissions. WAFs protect applications from malicious traffic, and
antispyware tools detect malware. Neither applies to access decisions.

By checking users against a database of permissions, the organization enforces the principle of least privilege, ensuring employees
only access the resources necessary for their role. This strengthens data protection, reduces insider threats, and aligns with
compliance requirenments for access governance.

NEW QUESTION # 119
Which concept focuses on operating highly available workloads in the cloud?

o A. Reliability
¢ B. Operational excellence
¢ C. Resource hierarchy
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¢ D. Security
Answer: A

Explanation:

Reliabilityin cloud design ensures workloads can recover quickly from disruptions and continue operating as expected. This concept
focuses on high availability, fault tolerance, and disaster recovery. Reliability requires implementing redundancy, backup strategies,
and robust monitoring,

Security ensures data protection, operational excellence covers continuous improvement, and resource hierarchy refers to
organizational structures, but none focus specifically on availability and resilience.

By prioritizing reliability, organizations design cloud architectures capable of withstanding failures at multiple layers-conpute, storage,
networking, and even regions. This design principle ensures custommer trust and compliance with service-level agreements.

NEW QUESTION # 120
Which cloud computing role can subscribe to a software as a service (SaaS) application?

A. Cloud application

B. Cloud service provider
C. Cloud service customer
D. Cloud computing

Answer: C

Explanation:

A cloud service customer is the role that subscribes to a software as a service (SaaS) application. Managing Cloud principles define
the cloud service customer as the individual or organization that consumes cloud services provided by a cloud service provider.

In a SaaS model, the customer accesses applications through a subscription-based arrangement, typically via a web interface. The
customer does not manage the underlying infrastructure or platform but is responsible for configuring user access and ensuring
proper use of the service.

The cloud service provider delivers and manages the application, while "cloud computing” and "cloud application" are not roles.
Therefore, the cloud service customer is the correct role.

NEW QUESTION # 121
What is a core goal of operating system (OS) baseline compliance and monitoring?

A. Isolate customer traffic traveling over multi-tenant networks

B. Meet the required service levels as specified in the SLA

C. Separate customer data in multi-tenant hosting environments

D. Ensure virtual images satisfy baseline configuration requirements

Answer: D

Explanation:

A core goal of OS baseline compliance and monitoring is to ensure that virtual images and operating systems adhere to approved
baseline configuration requirements. Managing Cloud documentation explains that baseline configurations define secure settings for
operating systens, including disabled services, patch levels, access controls, and logging configurations.

Compliance monitoring continuously verifies that systems remain aligned with these baselines over time. This helps detect
unauthorized changes, configuration drift, or misconfigurations that could introduce vulnerabilities. Ensuring that virtual images meet
baseline standards before deployment also reduces risk across scaled cloud environments.

The other options relate to availability, network isolation, or data separation, which are addressed by different controls. Therefore,
ensuring baseline configuration compliance is the primary goal of OS baseline monitoring,

NEW QUESTION # 122

Time is life, time is speed, and time is power. You have to spend less time reaching your goals before you can walk ahead and seize
more opportunities. Now, if you use our Managing-Cloud- Security preparation materials, you only need to learn twenty to thirty
hours to go to the exam. And this data is provided and tested by our worthy customers. For they have passed the exam with the
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