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NEW QUESTION # 54
Which statement about SD-WAN zones is true?

A. An SD-WAN zone can contain only one type of interface.

B. An SD-WAN zone can contain between 0 and 512 members.
C. You can configure up to 32 SD-WAN zones per VDOM.

D. You cannot use an SD-WAN zone in static route definitions.

Answer: B

Explanation:

SD-WAN zones logically group SD-WAN members (interfaces) often for purposes like overlay and underlay interfaces.

One SD-WAN zone can have up to 512 member interfaces, but large numbers may impact route processing and performance.
SD-WAN members cannot be shared between different zones.

NEW QUESTION # 55

You are planning a new SD-WAN deployment with the following criteria:

- Two regions

- Most of the traffic is expected to remain within its region

- No requirement for inter-region ADVPN

To remain within the recommended best practices, which routing protocol should you select for the overlays?

A. IBGP with BGP on loopback within each region and EBGP between the regions.

B. IBGP with BGP per overlays within each region and IBGP with BGP on loopback between the regions.
C. IBGP within each region and between the regions.

D. OSPF for the routing within each region and EBGP between the regions.

Answer: A

Explanation:

For SD-WAN deployments that span multiple regions-where most traffic is intra-region and there is no requirement for inter-region
ADVPN-the best practice is to use IBGP with BGP on loopback interfaces for routing within each region and EBGP between the
regions. This approach ensures robust and scalable routing, isolates regional routing domains, and enables policy control at region
boundaries. BGP on loopback is preferred for its reliability and flexibility, as it enables peering that is not tied to specific physical
mterfaces. EBGP between regions allows each region to mantain independent routing policies and summarization, optimizing
performance and manageability. By separating IBGP (intra-region) and EBGP (inter-region), you create a modular architecture that
scales easily and simplifies fault isolation and troubleshooting,

Reference:

[FCSS_SDW_AR-7.4 1-0.docx Q10]

Fortinet SD-WAN Reference Architecture Guide 7.4, "Regional Routing Best Practices" FortiOS 7.4 SD-WAN Overlay Design
Guidelines

NEW QUESTION # 56

As an MSSP administrator, you are asked to configure ADVPN on an existing SD-WAN topology. FortiManager manages the
customer devices in a dedicated ADOM. The previous administrator used the SD-WAN overlay topology.

Which two statements apply to this scenario? (Choose two.)

A. You can activate auto-discovery VPN in the SD-WAN overlay template only if it is a single hub topology.

B. After you enable auto-discovery VPN in the overlay template, you must select between ADVPN 2.0 and ADVPN 1.0.
C. When auto-discovery VPN is enabled, FortiManager updates the [Psec and BGP templates in the hub.

D. You can activate auto-discovery VPN in the SD-WAN overlay template for any type of topology, including a primary-
primary dual-hub topology.

Answer: C,D

Explanation:

‘When you enable ADVPN (auto-discovery VPN) in the overlay template, FortiManager automatically updates both the IPsec and
BGP tenplates on the hub so that shortcut tunnels can be established dynamically.

ADVPN can be activated in the SD-WAN overlay template for any supported topology, including dual-hub primary-primary, not



just single hub.

NEW QUESTION # 57
Refer to the exhibits.

Ping result

rootfbranchl-client-clit ping facebook.com

PING facebook.com (157.240.19.35) S€(84) bytes of data.

€4 bytes from edge-star-mini-shv-0l1-dfwS.facebook.com (157.240.19.35): icmp_seqe=l ttl=56 time=33.4 ms
€4 bytes from edge-star-aini-shv-01-dfwS.facebook.com (157.240.19.35): ifcmp_seqel ttl=5£ time=32.5 ms
€4 bytes from edge-star-mini-shv-0l-dfwS.facebook.com (157.240.19.35): icmp_seqel ttl=56 time=32.5 ms
64 bytes from edge-star-mini-shv-01-dfwS.facebook.com (157.240.19.35): icmp seg=d ttl=56 time=32.6 ms

Diagnose output

branchl_fgt # diagnose firewall proute list
list route policy info(vi=rcot):

id=1(0x01) dacp_tag=Oxfc Oxfc flage=0x0 tos=0x00 tos_mask=0x00 protocol=0 port=arc(0->0):dst(0->0) Lif=0(any)
path(l): oif=21(RUB1-VPN2)

source(l): 10.0.1.0-10.0.1.255

destination wildcard(1): 10.1.0.7/255.255.255.255

hit_count=0 rule_last_used=2025-01-06 00:41:44

1d=2130903041 (0x7£030001) vwl_service=l (Critical-DIA) vwl _abr seq=l 2 dscp_tag=Oxfc Oxfc flages=0x0 tos=0x00
tos_mask=0x00 protocol=0 port=arc(0->0):dst(0->0) 1if«0(any)

path(2): oif=3(portl), olf=4(portd)
source(1): 10.0.1.0-10.0.1.258
destination wildcard(l): 0.0.0.0/0.0.0.0
application control(2): Salesforce(169%20,0) Microsoft.Portal (41469,0)
hit_count=13 rule_last_used=2025-01-06 01:55:12

1d=2130903043 (0x7£030003) vwl _service=]l(Corp) wvwl mbr seg=4 S q!::!c Oxfc flage=0x0 toa=0x00
tos_mask=0x00 protocol=) portesrc(0->0):dst(0->0) iif=0

path(€): olf=20(HUB1-VPN1), oif=21(HUB1-VPN2), ofll=3d( ) Polf=2] (KUB2-VPN1), oif=24 (HUB2-VPN2),
oif=25 (HUB2~-VPN]I)

source(1): 10.0.1.0-10.0.1.255

destination(l): 10.0,0.0-10.255.2565.2
hit_count=0 rule_last_used=2 10
1d=2130903045 (0xJL0
tos_mask=0x00 p
path(3): oifsé
source (1 10.0.1.255

destinati t 0.0.0.0-255.255.255.255
hit_count rule_last_used~2025-01-06€ 02:12:08

Diagnose output

branchl_fgt # diagnose sys sdwan internet-service-app-ctrl-list
.-..JE::|:1[..']'..1[IEE::1'. —
O
m!ﬂr_ rl_Sile=32768 . _&zl_mtry-l

02%-
S(Internet) vwl _mbr_seq=3 2 1 dacp_tag=Oxfc Oxfc flags=0x0 tos=0x00
=¥tc(0->0) :dat (0->0) Lif=0(any)

(port2) path_last_used=2025-01-06 02:12:08, oif=3(portl)

Facebook (15832 23): IP=157.240.19.35 & 443
Addicting.Games (30156 8): IP=172.64.80.1 € 443
Microsoft.Portal (41469 28): IP=184.27.181.201 € 443
LinkedIn (16331 23): IP=13.107.42.14 6 443

MSN.Game (16135 8): IP=13.107.24€.35 € 442
Salesforce (16520 29): IP=23.222.17.73 & 443

Salesforce (16920 29): 1P=23.222.17.7€ & 443

Facebook (15832 23): IP=31.13.80.36 6 443
You connect to a device behind a branch FortiGate device and initiate a ping test. The device is part of the LAN subnet and its TP

address is 10.0.1.101.
Based on the exhibits, which interface uses branch 1_fgt to steer the test traffic?

e A portd




e B. HUBI-VPNI1
e C.portl
e D. port2

Answer: D

NEW QUESTION # 58
Exhibit.

= E::ERTINET
Whlch action will FortiGate take if it detects SD-WAN meni)ers as dead?

A. FoftiGate bounces port5 after it detects all SD-WAN members as dead.

B. FortiGate fails over to the secondary device after it detects port5 as dead.

C. FortiGate brings down port5 after it detects all SD-WAN members as dead.

D. FortiGate sends alert messages through poftS when it detects all SD-WAN members as dead

Answer: D

NEW QUESTION # 59
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