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HH #28
A migration of personal data involving a data source with outdated documentation has been approved by senior management. Which
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of the following should be done NEXT?

A. Ensure appropriate data classification.

B. Engage an external auditor to review the source data.
C. Check the documentation version history for anomalies.
D. Review data flow post migration.

IEfE: D

ER#29
An organization has mitiated a project to enhance privacy protections by improving its information security controls. Which of the

following is the MOST useful action to help define the scope of the project?

A. Identify databases that contain personal data

B. Identify databases that do not have encryption in place.

C. Review recent audit reports on the internal control environment

D. Review proposed privacy rules that govern the processing of personal data

IEf@E: D

AR :

Explanation

Reviewing proposed privacy rules that govern the processing of personal data is the most useful action to help define the scope of
the project because it helps identify the legal and regulatory requirements, the data protection principles and the privacy objectives
that the information security controls need to support.

Reviewing recent audit reports, identifying databases that contain personal data or do not have encryption in place are helpful actions
to assess the current state of privacy and security, but they do not provide a clear direction for the project scope.

References:

CDPSE Review Manual (Digital Version), Domain 2: Privacy Architecture, Task 2.1: Identify and/or define privacy requirements 1
CDPSE Certified Data Privacy Solutions Engineer All-in-One Exam Guide, Chapter 3: Privacy Architecture, Section: Privacy
Requirements2

H #30
Which of the following is a PRIMARY objective of performing a privacy impact assessment (PIA) prior to onboarding a new
Software as a Service (SaaS) provider for a customer relationship management (CRM) system?

A. To identify controls to mitigate data privacy risks

B. To determine the service provider's ability to maintain data protection controls
C. To classify personal data according to the data classification scheme

D. To assess the risk associated with personal data usage

IEf#: B

HM #31

A project manager for a new data collection system had a privacy impact assessment (PIA) completed before the solution was
designed. Once the system was released into production, an audit revealed personal data was being collected that was not part of
the PIA What is the BEST way to avoid this situation in the future?

A. Incorporate privacy checkpoints into the secure development life cycle
B. Document personal data workflows in the product life cycle

C. Conduct a privacy post-implementation review.

D. Require management approval of changes to system architecture design.

EfE: A
R

Explanation
Incorporating privacy checkpoints into the secure development life cycle (SDLC) is the best way to avoid collecting personal data



that was not part of the privacy impact assessment (PIA). Privacy checkpoints are stages in the SDLC where privacy requirements
and risks are reviewed and validated, and any changes or deviations from the original PIA are identified and addressed. Privacy
checkpoints help ensure that privacy is embedded throughout the system design and development, and that any changes are
documented and approved.

References:

* ISACA, CDPSE Review Manual 2021, Chapter 3: Privacy by Design, Section 3.2: Privacy Engneering, p. 97-98.

R #32
An organization is planning a new implementation for tracking consumer web browser activity. Which of the following should be
done FIRST?

A. Conduct a privacy impact assessment (PIA).
B. Obtain consent from the organization's clients.
C. Seek approval from regulatory authorities.

D. Review and update the cookie policy.

Ef: C
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