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i /8 #37
Match the correct scanning mode for each given operation.
(Select your answer from the pull-down list. Answers may be used more than once or not at all.)

ER:

B B B -

Explanation:

* Create SNS Topic Triggers: No data security scan

* Select an S3 bucket: Forward Scan only

* Select an S3 bucket with existing files: Forward or Backward Scan

* Link an S3 logging to CloudTrail: Backward Scan only

The scamming mode for Data Security n AWS typically depends on the configuration and the desired outcomes for monitoring and
protecting data within S3 buckets.

Creating SNS Topic Triggers is a configuration step that does not directly nvolve scanning. It is part of setting up notifications for
events in S3 buckets, but on its own, it does not initiate a data security scan.
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Selecting an S3 bucket without specifying existing files typically implies that you intend to scan new objects as they are added to the
bucket, which is known as a Forward Scan. This mode is proactive and scans files upon their arrival in the bucket.

When you select an S3 bucket with existing files, you can perform either Forward Scanning for new files or Backward Scanning to
scan all existing files in the bucket. This option provides the most comprehensive scanning coverage for both new and existing data.
Linking an S3 logging to CloudTrail is usually a step taken to monitor access and changes to S3 resources. In the context of
scanning, linking S3 to CloudTrail does not initiate a scan, but the CloudTrail logs can be used to trigger a Backward Scan if
configured to do so, which scans historical files in the bucket based on CloudTrail events.

il 8 #38
‘Which IAM RQL query would correctly generate an output to view users who enabled console access with both access keys and
passwords?

¢ A config where apiname = 'aws-iam-get-credential-report’ AND json.rule= access key 1 active is true or
access_key 2 active is true and password_enabled equals "true"

¢ B. config from cloud.resource where api.name = 'aws-iam-get-credential-report’ AND json.rule = access_key 1_active is
false or access_key 2 active is true and password _enabled equals """

¢ (. config from cloud.resource where api.name = 'aws-iam-get-credential-report’ AND json.rule = access_key 1 active is
true or access_key 2 active is true and password _enabled equals "true"

¢ D. config from network where api.name = 'aws-iam-get-credential-report’ AND json.rule = cert 1 _active is true or
cert 2 active is true and password_enabled equals "true"

ER: C
fRRER A

View users who enabled console access with both access keys and passwords: config from cloud.resource where api.name = 'aws-
iamget-credential-report’ AND json.rule = access key 1 active is true or access_key 2 active is true and password _enabled is
true https:/docs.paloaltonetworks.conyprisma/prisma- cloud/prisma-cloud-rql-reference/rql-reference/config-query/config-query-

examples

FIRE #39
The development teamis building pods to host a web front end, and they want to protect these pods with an application firewall.
Which type of policy should be created to protect this pod from Layer7 attacks?

A. The development team should create a WAAS rule targeted at the image name of the pods.

B. The development team should create a WAAS rule for the host where these pods will be running,
C. The development team should create a runtime policy with networking protections.

D. The development team should create a WAAS rule targeted at all resources on the host.

BEER: A

L EER

To protect the pods hosting a web front end from Layer 7 attacks, the development team should create a Web Application and API
Security (WAAS) rule targeted at the image name of the pods. This approach allows the policy to specifically protect the
applications running within the pods against sophisticated attacks that target the application layer.
https://docs.paloaltonetworks.comyprisma/prisma-cloud/prisma-cloud-admin-compute/waas/deploy waas

FIRE #40

An organization wants to be notified immediately to any "High Severity" alerts for the account group
"Clinical Trials" via Slack.

‘Which option shows the steps the organization can use to achieve this goal?

e A. 1. Under the "Select Policies" tab, filter on severity and select "High'2.Under the Set Alert Notification tab, choose Slack
and populate the channel3.Set Frequency to "As it Happens"4.Configure Slack IntegrationS.Create an Alert rule

e B. 1. Create an alert rule and select "Clinical Trials" as the account group2.Under the "Select Policies" tab, filter on severity
and select "High'3.Under the Set Alert Notification tab, choose Slack and populate the channeld.Set Frequency to "As it
Happens"5.Set up the Slack Integration to complete the configuration

e C. 1. Configure Slack Integration2.Create an alert rule3.Under the "Select Policies" tab, filter on severity and select



"High"4.Under the Set Alert Notification tab, choose Slack and populate the channel5.Set Frequency to "As it Happens"

e D. 1. Configure Slack Integration2.Create an alert rule and select "Clinical Trials" as the account group3.
Under the "Select Policies" tab, filter on severity and select "High"4.Under the Set Alert Notification tab, choose Slack and
populate the channel5.Set Frequency to "As it Happens"

EX: D

i RE S «

To achieve immediate notification for "High Severity" alerts for a specific account group via Slack, the steps outlined in option A
provide a comprehensive and effective approach. Firstly, configuring the Slack Integration establishes the necessary communication
channel between Prisma Cloud and the Slack workspace.

Creating an alert rule with the specified account group and severity filters ensures that only relevant alerts trigger notifications.
Selecting Slack as the notification channel and setting the frequency to "As it Happens" ensures real-time alerting for critical issues.
This method leverages Prisma Cloud's alerting capabilities and Slack's real-time messaging platform to promptly notify the security
team, enabling swift action to mitigate risks. This approach is in line with Prisma Cloud's flexible and configurable alerting system,
designed to integrate with various external platforms for efficient incident response.

R #41
A Prisma Cloud administrator is onboarding a single GCP project to Prisma Cloud. Which two steps can be performed by the
Terraform script? (Choose two.)

A. create the Prisma Cloud role.

B. publish the flow log to a storage bucket.

C. enable the required APIs for Prisma Cloud.
D. enable flow logs for Prisma Cloud.

ER: AC

fE AR A«

When a Prisma Cloud administrator is onboarding a single GCP project to Prisma Cloud, the Terraform script can perform several
steps to facilitate this integration. The steps include B. create the Prisma Cloud role, which is essential for defining the permissions
and capabilities that Prisma Cloud will have within the GCP environment, and C. enable the required APIs for Prisma Cloud,
ensuring that Prisma Cloud can access the necessary GCP services and features for comprehensive cloud security management.
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