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GIAC Reverse Engineering Malware 55 € GREM & 5% 5 & (Q20-Q25):

R #20
In the context of PDF analysis, what does the term "JavaScript deobfuscation" typically refer to?

e A. Rewriting JavaScript in a different programming language
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¢ B. Removing all JavaScript code from the PDF
¢ C. Clarifying the intent and structure of obfuscated JavaScript code within the PDF
¢ D. Converting JavaScript into a more compact format

IEf#: C

HMA #21
‘What methods do malware developers use to bypass static analysis? (Choose two)

A. Compressing executable files to reduce their size
B. Using API hashing to resolve functions dynamically
C. Enploying encrypted communication protocols

D. Obfuscating strings used in the malware

_IEﬁ: B\ D

H #22
What is the primary purpose of analyzing loops in a malware sample?

A. To detect the presence of cryptographic routines

B. To understand the conditions for the malware's persistence or termination
C. To quantify the malware's size

D. To determine the payload's execution frequency

M
R
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HM #23
‘What can the analysis of import tables in an executable reveal about suspected malware?

A. The programming language in which the malware was written

B. Potential fimctionality of the malware based on imported system calls
C. The geographical origin of the malware author

D. The exact payload of the malware

IEf#: B

R #24
What assembly constructs could malware use to conplicate static analysis? (Choose Three)

A. Employing conditional statements based on volatile or external conditions
B. Utilizing CALL instructions for non-returning functions

C. Using JMPs to non-sequential labels

D. Embedding NOP sleds between functional instructions

E. Implementing nested loops

Ef#: A. C. E
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