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- First, you create or use an existing key in a supported external key management partner system.
This key has a unique URI or key path,
- Newt, you grant your Google Cloud praject access to use the key, in the external key management
partner system.
- In your Google Cloud project, you create a Clowd EKM koy, using the URL or key path for the
externally-managed key.
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EE#41

In your Google Cloud organization, you have two folders: Dev and Prod. You want a scalable and consistent way to enforce the
following firewall rules for all virtual machines (VMs) with minimal cost:

Port 8080 should always be open for VMs in the projects in the Dev folder.

Any traffic to port 8080 should be denied for all VMs in your projects in the Prod folder.

‘What should you do?

e A Create and associate a firewall policy with the Dev folder with a rule to open port 8080. Create and associate a firewall
policy with the Prod folder with a rule to deny traffic to port 8080.

e B. Inall VPCs for the Dev projects, create a VPC firewall rule to open port 8080. In all VPCs for the Prod projects, create
a VPC firewall rule to deny traffic to port 8080.

e (. Use Anthos Config Connector to enforce a security policy to open port 8080 on the Dev VMs and deny traffic to port
8080 on the Prod VM.

e D. Create a Shared VPC for the Dev projects and a Shared VPC for the Prod projects. Create a VPC firewall rule to open
port 8080 in the Shared VPC for Dev. Create a firewall rule to deny traffic to port 8080 in the Shared VPC for Prod. Deploy
VM to those Shared VPCs.

HE: A

EE #42

You are configuring the firewall endpoints as part of the Cloud Next Generation Firewall (Cloud NGFW) intrusion prevention
service in Google Cloud. You have configured a threat prevention security profile, and you now need to create an endpoint for traffic
inspection. What should you do?

¢ A Create a firewall endpoint within the region, associate the endpoint to the VPC network, and use a firewall policy rule to
apply the L7 inspection.

¢ B. Attach the profile to the VPC network, create a firewall endpoint within the zone, and use a firewall policy rule to apply the
L7 inspection.

¢ C. Create a Private Service Connect endpoint within the zone, associate the endpoint to the VPC network, and use a firewall
policy rule to apply the L7 inspection.

¢ D. Create a firewall endpoint within the zone, associate the endpoint to the VPC network, and use a firewall policy rule to
apply the L7 inspection.

HE: D

3.

Explanation: To apply Layer 7 (L7) inspection for intrusion prevention, you must create a firewall endpoint within the zone where the
traffic inspection is required. This endpoint is then associated with the VPC network, and a firewall policy rule is applied for the L7
mspection.
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You need to create the network infrastructure to deploy a highly available web application in the us-east] and us-west1 regions. The
application runs on Compute Engine instances, and it does not require the use of a database. You want to follow Google-
recommended practices. What should you do?

¢ A Create one VPC with one subnet in each region.

Create an HTTP(S) load balancer with a static [P address.

Choose the standard tier for the network.

Enable Cloud CDN on the load balancer.

Create a CNAME record using the load balancer's IP address in Cloud DNS.
¢ B. Create one VPC with one subnet in each region.

Create a global load balancer with a static [P address.

Enable Cloud CDN and Google Cloud Armor on the load balancer.

Create an A record using the [P address of the load balancer in Cloud DNS.
e C. Create one VPC with one subnet in each region.

Create a regional network load balancer in each region with a static [P address.

Enable Cloud CDN on the load balancers.

Create an A record in Cloud DNS with both IP addresses for the load balancers.
¢ D. Create one VPC in each region, and peer both VPCs.

Create a global load balancer.

Enable Cloud CDN on the load balancer.

Create a CNAME for the load balancer n Cloud DNS.

Hg: D

AR #4

You are designing a Google Kubernetes Engine (GKE) cluster for your organization. The current cluster size is expected to host 10
nodes, with 20 Pods per node and 150 services. Because of the migration of new services over the next 2 years, there is a planned
growth for 100 nodes, 200 Pods per node, and 1500 services. You want to use VPC-native clusters with alias IP ranges, while

minimizing address consumption.
How should you design this topology?

e A. Create a subnet of size/28 with 2 secondary ranges of: /24 for Pods and /24 for Services.

Create a VPC-native cluster and specify those ranges. When the services are ready to be deployed, resize the subnets.
B. Use gcloud container clusters create [CLUSTER NAME]--enable-ip-alias to create a VPC-native cluster.

C. Create a subnet of size/25 with 2 secondary ranges of. /17 for Pods and /21 for Services.

Create a VPC-native cluster and specify those ranges.

D. Use geloud container clusters create [CLUSTER NAME] to create a VPC-native cluster.

e A

ME.
https//cloud. google.com/kubermetes-engine/docs/how-to/private-clusters

BE #45

You work for a university that is migrating to GCP.

These are the cloud requirements:

* On-premises connectivity with 10 Gbps

* Lowest latency access to the cloud

* Centralized Networking Administration Team

New departiments are asking for on-premises connectivity to their projects. You want to deploy the most cost- efficient interconnect
solution for connecting the campus to Google Cloud.

‘What should you do?

e A. Use standalone projects and deploy the VLAN attachments and Interconnects in each of the individual projects.

e B. Use Shared VPC, and deploy the VLAN attachments and Interconnect in the host project.

e (. Use standalone projects, and deploy the VLAN attachments in the individual projects. Connect the VLAN attachment to
the standalone projects' Interconnects.

e D. Use Shared VPC, and deploy the VLAN attachments in the service projects. Connect the VLAN attachment to the



Shared VPC's host project.
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