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HE #76
Which of the following is a key consideration when performing a cost-benefit analysis of a security program?
Response:

A. The cost of implementing security measures versus the potential financial impact of a security breach
B. The salary of the security team

C. The time it takes to train employees on the security program

D. The upfront cost of security tools only
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BE#77
What is the role of emotional ntelligence in effective leadership within a cybersecurity team?
Response:

A. It allows leaders to suppress emotions in decision-making

B. It allows leaders to understand and manage their own emotions and the emotions of others, leading to better collaboration
C. It is not relevant in cybersecurity leadership

D. It helps leaders manipulate team members to achieve goals
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EE #78

Your organization has detected unusual network activity suggesting a potential insider threat. However, the employee in question has
access to critical systems for legitimate reasons. What steps should you take to investigate and address this potential threat while
minimizing disruption to business operations?

Response:

A. Publicly accuse the employee of malicious activity to deter other insiders

B. Immediately revoke the employee's access and terminate their employment

C. Quietly monitor the employee's activity, perform an internal audit, and analyze logs to determine if any malicious actions
have taken place before taking further action

D. Ignore the threat since the employee has legitimate access
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HE#79
What is the first step in analyzing an organization's existing security program?
Response:

A. Identifying gaps in the security infrastructure

B. Implementing new security tools
C. Conducting a thorough risk assessment

D. Reviewing security incidents from the past year
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EHE #80
What is the primary motivation for hacktivists?
Response:



A. Intellectual curiosity

B. Promoting a political or social cause
C. Financial gain

D. Personal revenge
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