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CheckPoint Check Point Certified Harmony Endpoint Specialist - R81.20
(CCES) Sample Questions (Q64-Q69):

NEW QUESTION # 64
What does the Check Point Support Center as your one-stop portal offer?

A. SecureKnowledge technical database
B. Offloads

C. Technical Certification

D. UserMates offline discussion boards

Answer: A

NEW QUESTION # 65
Where are the Endpoint Policy Servers located?

A. Between the Endpoint clients and the EPS

B. Between the Endpoint clients and the SMS
C. Between the Endpoint clients and the NMS
D. Between the Endpoint clients and the EMS

Answer: D

Explanation:

Endpoint Policy Servers (EPS) are integral to the Harmony Endpoint architecture, designed to optimize communication between
Endpoint clients and the Endpoint Security Management Server (EMS). TheCP_RS81.

20 Harmony Endpoint Server AdminGuide.pdfexplicitly defines their placement.

Onpage 25, under "Optional Endpoint Security Elements," the documentation states:

"Endpoint Policy Servers improve performance in large environments by managing most communication with the Endpoint Security
clients. Managing the Endpoint Security client communication decreases the load on the Endpoint Security Management Server, and
reduces the bandwidth required between sites." This confirms that EPS are positionedbetween the Endpoint clients and the EMS,
handling tasks like policy downloads, heartbeats, and updates to offload the EMS.Option Baccurately reflects this architecture.
Evaluating the other options:

* Option A: "Between the Endpoint clients and the EPS" is nonsensical, as EPS (Endpoint Policy Servers) cannot be between
thenselves and clients-it's a self-referential error.

* Option C: "Between the Endpoint clients and the NMS" introduces "NMS," likely a typo for Network Management System,
which isn't part of Harmony Endpoint's architecture per the document.

* Option D: "Between the Endpoint clients and the SMS" refers to the Security Management Server (SMS), which manages
gateways in Check Point's broader ecosystem, not the EMS specific to Harmony Endpoint (seepage 23for EMS definition).
Thus,Option Bis directly supported by the documentation as the correct placement of EPS.

References:

CP_R81.20 Harmony Endpoint Server AdminGuide.pdf, Page 25: "Optional Endpoint Security Elements" (EPS placement and
role).

NEW QUESTION # 66
‘What does pre-boot authentication disable?

A. Incorrect usernames

B. Identity theft

C. Workarounds to computer security
D. Weak passwords

Answer: C

NEW QUESTION # 67
As an Endpoint Admnistrator, you are facing some errors related to AD Strong Authentication in the Endpoint Management Server.
Where is the right place to look when you are troubleshooting these issues?



A. SFWDIR/logs/Auth.log

B. SUEPMDIR/logs/Authentication.log
C. SFWDIR/log/Authentication.log

D. SUEMPDIR/log/Authentication.elg

Answer: B

Explanation:

‘When troubleshooting errors related to Active Directory (AD) Strong Authentication in the Endpoint Security Management Server,
the appropriate log file to examine is specified in theCheck Point Harmony Endpoint Server Administration Guide R81.20. This
guide provides detailed information on log file locations for various components of the Harmony Endpoint system.

Onpage 213, under the section "Troubleshooting Authentication in Server Logs," the guide explicitly states:

"The authentication logs are located in SUEPMDIR/logs/Authentication.log." This statement directly identifies
SUEPMDIR/logs/Authentication.log as the correct location for logs related to authentication issues, including those involving AD
Strong Authentication. The SUEPMDIR variable represents the installation directory of the Endpoint Security Management Server,
making this path specific to the Harmony Endpoint environment. Therefore,Option Cis the verified location for troubleshooting such
errors.

To further validate this choice, consider the other options:

* Option A: SFWDIR/log/Autherntication.log- The SFWDIR directory is typically associated with Check Point's firewall components
(e.g, Security Gateway), not the Endpoint Security Management Server. This path is irrelevant for Harmony Endpoint authentication
logs.

* Option B: SFWDIR/logs/Auth.log- Similarly, SFWDIR pertains to firewall-related logs, and "Auth.

log" is not a standard log file name in the Harmony Endpoint context, making this option incorrect.

* Option D: SUEMPDIR/log/ Authentication.elg- This option contains a typo ("UEMPDIR" instead of

"UEPMDIR") and references a ".elg" file, which is typically used for debug logs in Check Point systens, not standard authentication
logs. The correct extension, as per the guide, is "log," not ".elg." The documentation's clear directive onpage 213confirms that
SUEPMDIR/logs/Authentication.log is the authoritative source for troubleshooting AD Strong Authentication issues,
solidifyingOption Cas the correct answer.

References:

CP_R81.20 Harmony Endpoint Server AdminGuide.pdf, Page 213: "Troubleshooting Authentication in Server Logs" (location of
authentication logs).

NEW QUESTION # 68
Why is it critical to change the default Agent Uninstall Password?

e A The default password used is easy to guess.

¢ B. There is no need to change it because only the local PC administrator can uninstall the agent.

e C. Youhave to change the default Agent Uninstall Password because if you do not, it will be easy for a malware to uninstall
the agent itself.

e D. All passwords and critical data are protected by Full Disk Encryption. The Endpoint agent supports pre-boot
authentication so nobody can bypass the agent's security.

Answer: C

NEW QUESTION # 69
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