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Fortinet EMEA Advanced Support Exam Sample Questions (Q48-Q53):

NEW QUESTION # 48
Link aggregation allows network devices to

A. Increase bandwidth by binding physical interfaces into a single channel
B. Norne of the above

C. Restrict the bandwidth

D. Increase bandwidth of an interface

Answer: A

Explanation:
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Link aggregation, also known as IEEE 802.3ad or 802.1ax, enables the binding of multiple physical interfaces to forma single logical
interface, which increases the overall bandwidth and provides redundancy. This is achieved by combining the bandwidth of the
individual links into one aggregated link. For example, if two

1Gbps interfaces are aggregated, the logical link can provide up to 2Gbps bandwidth. This configuration is commonly used in
FortiGate devices to enhance network performance without replacing hardware. The option B correctly describes this by stating
"Increase bandwidth by binding physical interfaces into a single channel," which aligns with the official description. Incorrect options
include A, which is vague and does not specify the method of binding multiple interfaces; C, which is the opposite of the purpose;
and D, which is invalid.

Exact extract: Link aggregation (IEEE 802.3ad/802.1ax) enables you to bind two or more physical interfaces together to forman
aggregated (combined) link. This new link ... Link aggregation combines multiple physical interfaces into a single logical interface,
increasing bandwidth and link redundancy. Traffic is distributed evenly.

NEW QUESTION # 49
Which FortiGate feature supports load balancing across multiple WAN links?

A. Link Aggregation
B. Multi-Path Routing
C. SD-WAN

D. Virtual Routing

Answer: C

Explanation:

FortiGate's SD-WAN feature enables load balancing and intelligent traffic steering across multiple WAN links based on criteria like
bandwidth, latency, or application. Link Aggregation (B) bonds interfaces, Virtual Routing (C) is VRF, and Multi-Path Routing (D)
is not a standard term. Exact extract: "SD-WAN enables load balancing and traffic steering across multiple WAN links, optimizing

performance and reliability based on configured rules and metrics."

NEW QUESTION # 50
Link aggregation allows network devices to

A. Increase bandwidth by binding physical interfaces into a single channel
B. None of the above

C. Restrict the bandwidth

D. Increase bandwidth of an interface

Answer: A

Explanation:

Link aggregation, also known as IEEE 802.3ad or 802.1ax, enables the binding of multiple physical interfaces to forma single logical
mnterface, which increases the overall bandwidth and provides redundancy. This is achieved by combining the bandwidth of the
individual links into one aggregated link. For exanple, if two

1Gbps interfaces are aggregated, the logical link can provide up to 2Gbps bandwidth. This configuration is commonly used in
FortiGate devices to enhance network performance without replacing hardware. The option B correctly describes this by stating
"Increase bandwidth by binding physical interfaces mto a single channel," which aligns with the official description. Incorrect options
include A, which is vague and does not specify the method of binding multiple interfaces; C, which is the opposite of the purpose;
and D, which is invalid.

Exact extract: Link aggregation (IEEE 802.3ad/802.1ax) enables you to bind two or more physical interfaces together to forman
aggregated (combined) link. This new link ... Link aggregation combines multiple physical interfaces into a single logical interface,
increasing bandwidth and link redundancy. Traffic is distributed evenly.

NEW QUESTION # 51
Which FortiGate feature allows inspection of encrypted SSL/TLS traffic?

e A Deep Packet Inspection
¢ B. Web Filtering
e C. Application Control



¢ D. SSL Inspection
Answer: D

Explanation:

FortiGate's SSL Inspection feature decrypts and inspects SSI/TLS traffic to detect threats or enforce policies, using techniques like
full SSL inspection or certificate inspection. Deep Packet Inspection (A) is a broader term, Application Control (C) identifies apps,
and Web Filtering (D) blocks URLs, not specific to SSL. Exact extract: "SSL Inspection allows FortiGate to decrypt and inspect
SSI/TLS traffic to detect hidden threats or enforce security policies, supporting full or certificate-based inspection."

NEW QUESTION # 52
Which protocol does FortiGate use for secure management access by default?

A. SNMP
B. HTTP

C. Telnet

D. SSH

Answer: D

Explanation:

FortiGate uses SSH (Secure Shell) by default for secure management access, providing encrypted command- line access. Telnet (A)
and HTTP (C) are insecure, and SNMP (D) is for monitoring, not management. Exact extract: "FortiGate enables SSH by default
for secure management access, providing encrypted CLI access to administrators."

NEW QUESTION # 53
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