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¢ Advanced Troubleshooting with Logs and Events: This section of the exam measures the skills of Check
Point Security Administrators and covers the analysis of logs and events for troubleshooting. Candidates
will learn how to interpret log data to identify issues and security threats effectively.

FrE2

e Advanced Firewall Kernel Debugging: This section of the exam measures the skills of Check Point
Network Security Administrators and focuses on kernel-level debugging for firewalls. Candidates will learn
how to analyze kernel logs and troubleshoot firewall-related issues at a deeper level

FE3

¢ Advanced Gateway Troubleshooting: This section of the exam measures the skills of Check Point Network

Security Engineers and addresses troubleshooting techniques specific to gateways. It includes methods for
diagnosing connectivity issues and optimizing gateway performance.
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¢ Advanced Access Control Troubleshooting: This section of the exam measures the skills of Check Point
T4 System Administrators in demonstrating expertise in troubleshooting access control mechanisirs. It involves
understanding user permissions and resolving authentication issues.

¢ Advanced Site-to-Site VPN Troubleshooting: This section of the exam measures the skills of Check Point
FES System Administrators and covers troubleshooting site-to-site VPN connections.

¢ Introduction to Advanced Troubleshooting; This section of the exam measures the skills of Check Point

Network Security Engineers and covers the foundational concepts of advanced troubleshooting techniques.
FEO6 It introduces candidates to various methodologies and approaches used to identify and resolve complex
issues in network environments.
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What are the four main database domains?

A. System Global. Log, Event
B. System, User, Global. Log

C. System, User, Host, Network
D. Local, Global, User, VPN

E%: B

fE AR«

The four main database domains are System, User, Global, and Log, Each domain contains different types of data and serves
different purposes123. The System domain contains the configuration data of the Security Management Server (SMS), such as the
SMS name, IP address, licensing, and installed products. The User domain contains the configuration data of the security policy,
such as the objects, rules, services, and VPN communities. The Global domain contains the configuration data of the global policy,
such as the global objects, rules, and services. The Log domain contains the log data of the security events, such as the source,
destination, action, and time of each event123. Reference:

1: CCTE Courseware, Module 3: Management Database and Processes, Slide 4

2: Check Pomnt R81 Security Management Admmistration Guide, Chapter 2: Security Management Server, Page 14

3: Check Point R81 Security Management Administration Guide, Chapter 2: Security Management Server, Page 15

FIRE #44
Which of the following file is commonly associated with troubleshooting crashes on a system such as the Security Gateway?

e A tcpdump

e B. fiv monitor

e C. CPMIL dump
e D. core dunmp

ZE: D
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P& #45
What is the simplest and most efficient way to check all dropped packets in real time?

A. tail -f SFWDIR/log/fw.log |grep drop in expert mode
B. fw ctl zdebug + drop in expert mode

C. cat /dev/fwl/log in expert mode

D. Smartlog

EX: B

iR B B «

The simplest and most efficient way to check all dropped packets in real time is C. fw ctl zdebug + drop in expert mode. This
command is a shortcut command that sets the kernel debug flags to a predefined value and prints the debug output to the standard
output. It is useful for general debugging of common issues, such as traffic drops, NAT, VPN, or clustering. It has a small buffer size
and does not require additional steps to start or stop the debugging. However, it has some limitations, such as it cannot be used with
SecureXL, it cannot filter the output by chain modules, and it cannot save the output to a file12.

The other commands are not as simple or efficient as the fw ctl zdebug + drop command. The command tail -f

SFWDIR/log/fw.log |grep drop in expert mode will only show the drops that are logged in the fiw.log file, which may not include all
the drops that occur in the kernel. The command cat /dev/fw1/log in expert mode will show the raw binary data of the kernel debug
buffer, which is not human-readable and may contain irrelevant information. The command Smartlog will show the drops that are
indexed and stored in the SmartEvent database, which may not be in real time and may depend on the log server performancel2.

1: https//sc1.checkpoint.com/documents/R81.10/WebAdminGuides/EN/CP_R8]1.
10_AdvancedTechnicalReferenceGuide/html frameset.htm 2: httpsz/www.checkpoint.comydownloads
/training/DOC-Training- Data-Sheet-CCTE-R81.10-V1.0.pdf

PR #46

Check Point provides tools & commands to help you to identify issues about products and applications.

Which Check Point command can help you to display status and statistics information for various Check Pomt products and
applications?

A. cpstat
B. fwstat
C. CPstat
D. CPview

ER: A

LR

The correct Check Point command to display status and statistics information for various Check Point products and applications is
cpstat. This command provides a dynamic real-time view of the system, showing the information such as the number of connections,
packets, drops, CPU usage, memory usage, disk space, license status, and blade status. The cpstat command can be customized by
using various options and flags to specify the product, the interval, the fields, and the format of the output. For example, to display
the status and statistics of the firewall module every 5 seconds, the command would be:

cpstat fw -fall-15

The other commands are incorrect because:

* A. CPview is a Check Point tool that displays information about the system performance, such as the CPU, memory, disk,
network, and firewall. It does not show information about other products and applications, such as VPN, Identity Awareness, Anti-
Virus, etc.

* C. fwstat is not a valid command. The correct command is fw ctl pstat, which displays information about the firewall kernel, such
as the number of connections, packets, drops, memory, and synchronization. It does not show information about other products and
applications, such as VPN, Identity Awareness, Anti- Virus, etc.

* D. CPstat is not a valid command. The correct command is cpstat, which is case-sensitive.

References:

* cpstat - Check Point Software

* CPView Utility

* fw ctl pstat - Check Point Software

* (CCTE) - Check Point Software

& #47



After kernel debug with "fw ctl debug" you received a huge amount of information. It was saved in a very large file that is difficult to
open and analyze with standard text editors. Suggest a solution to solve this issue.

A. Divide debug information into smaller files. Use "fw ctl kdebug -f-o "filename" -m 25 - s "1024"
B. Use "fiw ctl zdebug" because of 1024KB buffer size

C. Reduce debug buffer to 1024KB and run debug for several times

D. Use Check Point InfoView utility to analyze debug output

BER: A
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