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Fortinet FCSS_EFW_AD-7.6 Exam Syllabus Topics:

Topic Details

Topic 1

System Configuration: This section of the exam measures the skills of a Network Security Architect and
covers the implementation and integration of core Fortinet infrastructure components. It includes deploying
the Security Fabric, enabling hardware acceleration, configuring high availability operational modes, and
designing enterprise networks utilizing VLANs and VDOM technologies to meet specific organizational
requirements.

Topic 2

Routing: This section of the exam measures the skills of a Network Infrastructure Engineer and covers the
implementation of dynamic routing protocols for enterprise network traffic management. It includes
configuring both OSPF and BGP routing protocols to ensure efficient and reliable data transmission across
complex organizational networks.
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Topic 3

VPN: This section of the exam measures the skills of a VPN Solutions Engineer and covers the
implementation of various virtual private network technologies. It includes configuring IPsec VPN using
IKE version 2 protocols and implementing Automatic Discovery VPN solutions to establish on-demand
secure tunnels between multiple sites within an enterprise network infrastructure.

Topic 4
Central Management: This section of the exam measures the skills of a Security Operations Manager and
covers the implementation of centralized management systems for coordinated control and oversight of
distributed Fortinet security infrastructures across enterprise environments.

Topic 5

Security Profiles: This section of the exam measures the skills of a Threat Prevention Specialist and covers
the configuration and management of comprehensive security profiling systems. It includes implementing
SSL
SSH inspection, combining web filtering and application control mechanisms, integrating intrusion
prevention systems, and utilizing the Internet Service Database to create layered security protections for
organizational networks.
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There are rare products which can rival with our products and enjoy the high recognition and trust by the clients like our products.
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Fortinet FCSS - Enterprise Firewall 7.6 Administrator Sample Questions
(Q68-Q73):
NEW QUESTION # 68 
Why does FortiGate_B install only one OSPF external route?

A. Single advertisement
B. Area mismatch
C. Route filtering
D. ECMP disabled

Answer: A

NEW QUESTION # 69 
Refer to the exhibits.
Network topology

Output from the command config system ha
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A network diagram and the output from the command config system ha are shown.
The administrator has configured the cluster with the commands shown in the exhibit.
Why is the HA cluster not forming?

A. The administrator must reconfigure the heartbeat interface.
B. The administrator must reconfigure the cluster in active-active mode.
C. The administrator must reconfigure the cluster in FGSP mode.
D. The administrator must reconfigure the monitor interface.

Answer: A

NEW QUESTION # 70 
The IT department discovered during the last network migration that all zero phase selectors in phase 2 IPsec configurations
impacted network operations.
What are two valid approaches to prevent this during future migrations? (Choose two.)

A. Use routing protocols to specify allowed subnets over the tunnel.
B. Clearly indicate to the VPN which segments will be encrypted in the phase two selectors.
C. Configure an IPsec-aggregate to create redundancy between each firewall peer.
D. Configure an IP address on the IPsec interface of each firewall to establish unique peer connections and avoid impacting
network operations.

Answer: A,B

Explanation:
Zero phase selectors in IPsec Phase 2 mean that no specific traffic selectors (subnets) are defined, allowing any traffic to be
encrypted through the VPN tunnel. This can cause unintended traffic forwarding issues and disrupt network operations.
To prevent this from happening during future migrations:
# Using routing protocols ensures that only specific subnets are advertised over the tunnel. Dynamic routing (such as OSPF or BGP)
helps define which networks should use the tunnel, preventing unintended traffic from being encrypted.
# Clearly defining phase 2 selectors avoids the problem of encrypting all traffic by explicitly stating the allowed source and
destination subnets. This prevents the tunnel from affecting unrelated network traffic.

NEW QUESTION # 71 
Refer to the exhibit.
The routing tables of FortiGate_A and FortiGate_B are shown. FortiGate_A and FortiGate_B are in the same autonomous system.
The administrator wants to dynamically add only route 172.16.1.248/30 on FortiGate_A.
What must the administrator configure?

A. A BGP route map in for 172.16.1.248/30 on FortiGate_A
B. The prefix 172.16.1.248/30 in the BGP Networks section on FortiGate_B
C. Enable Redistribute Connected in the BGP section on FortiGate_B.
D. A BGP route map out for 172.16.1.248/30 on FortiGate_B

Answer: D

Explanation:



FortiGate_A and FortiGate_B are in the same autonomous system (AS), and FortiGate_A does not currently have route
172.16.1.248/30 in its routing table. However, FortiGate_B has this route as a connected route.
To dynamically advertise only 172.16.1.248/30 from FortiGate_B to FortiGate_A, the administrator must configure a BGP route
map out on FortiGate_B that specifically permits only this prefix.
A BGP route map out on FortiGate_B controls which routes FortiGate_B advertises to FortiGate_A. If no filtering is applied,
FortiGate_B might advertise all BGP-learned and connected routes, which is not what the administrator wants. The route map
should include a prefix-list that explicitly allows only 172.16.1.248/30 and denies everything else.

NEW QUESTION # 72 
A company's guest internet policy, operating in proxy mode, blocks access to Artificial Intelligence Technology sites using
FortiGuard. However, a guest user accessed a page in this category using port 8443.
Which configuration changes are required for FortiGate to analyze HTTPS traffic on nonstandard ports like
8443 when full SSL inspection is active in the guest policy?

A. To analyze nonstandard ports in web filter profiles, use TLSv1.3 in the SSL/SSH Inspection Profile.
B. Administrators can block traffic on nonstandard ports by enabling the SNI check in the SSL/SSH Inspection Profile.
C. Add a URL wildcard domain to the website CA certificate and use it in the SSL/SSH Inspection Profile.
D. In the Protocol Port Mapping section of the SSL/SSH Inspection Profile, enter 443, 8443 to analyze both standard (443)
and non-standard (8443) HTTPS ports.

Answer: D

Explanation:
When FortiGate is operating in proxy mode with full SSL inspection enabled, it inspects encrypted HTTPS traffic by default on port
443. However, some websites may use non-standard HTTPS ports (such as 8443), which FortiGate does not inspect unless
explicitly configured.
To ensure that FortiGate inspects HTTPS traffic on port 8443, administrators must manually add port 8443 in the Protocol Port
Mapping section of the SSL/SSH Inspection Profile. This allows FortiGate to treat HTTPS traffic on port 8443 the same as traffic
on port 443, enabling proper inspection and enforcement of FortiGuard category-based web filtering.

NEW QUESTION # 73
......
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