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FEMEEA (Q56-Q61):

EAE #56
Refer to the exhibit, which contains a partial VPN configuration.

nfig vpn :pseanhaﬁT-l:l._:‘!EI:ace

set type dynamic
set interface "p
set ike-versio
set keylife 28280
set peertyre any

5et net-device disable

set proposal gksli28-shaz56é aes256-shazls5é6
set dpd on~idle

set add-route enable

1
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-
-

Lal
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set psksecret fortainet
next
end
‘What can you conclude from this VPN IPsec phase 1 configuration?

e A Peer IDs are unencrypted and exposed, creating a security risk.

e B. This configuration is the best for networks with regular traffic intervals, providing a balance between connectivity assurance
and resource utilization.

e (. A separate interface is created for each dial-up tunnel, which can be slower and more resource intensive, especially in
large networks.

e D. FortiGate will not add a route to its routing or forwarding information base when the dynamic tunnel is negotiated.

HE: B

Y.

This IPsec Phase 1 configuration defines a dynamic VPN tunnel that can accept connections from multiple peers. The settings
chosen here suggest a configuration optimized for networks with intermittent traffic patterns while ensuring resources are used
efficiently.

Key configurations and their impact:

# set type dynamic # This allows multiple peers to establish connections dynamically without needing predefined IP addresses.

# set ike-version 2 # Uses IKEv2, which is more efficient and supports features like EAP authentication and reduced rekeying
overhead.

# set dpd on-idle # Dead Peer Detection (DPD) is triggered only when the tunnel is idle, reducing unnecessary keep-alive packets
and improving resource utilization.

# set add-route enable # FortiGate automatically adds the route to the routing table when the tunnel is established, ensuring
connectivity when needed.

# set proposal aes128-sha256 aes256-sha256 # Uses strong encryption and hashing algorithims, ensuring a secure connection.

# set keylife 28800 # Sets a longer key lifetime (8 hours), reducing the frequency of rekeying, which is beneficial for stable
comnections.

Because DPD is set to on-idle, the tunnel will not constantly send keep-alive messages but will still ensure connectivity when traffic is
detected. This makes the configuration ideal for networks with regular but non- continuous traffic, balancing security and resource
efficiency.

BB #57
Refer to the exhibit, which shows an ADVPN network.



Hub

Overlay 1
Dynamic tunnel
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The client behind Spoke-1 generates traffic to the device located behind Spoke-2.
What is the first message that the hub sends to Spoke-1 to bring up the dynamic tunnel?

A. Shortcut forward
B. Shortcut offer

C. Shortcut query
D. Shortcut reply

e B

M.

In an ADVPN (Auto-Discovery VPN) network, a dynamic VPN tunnel is established on-demand between spokes to optimize
traffic flow and reduce latency.

Process:

1. Traffic Initiation:

A client behind Spoke-1 sends traffic to a device behind Spoke-2.




The traffic mitially flows through the hub, following the pre-established overlay tunnel.

2. Hub Detection:
The hub detects that Spoke-1 is commumnicating with Spoke-2 and determines that a direct shortcut tunnel between the spokes can
optimize the connection.

3. Shortcut Offer:
The hub sends a "Shortcut Offer" message to Spoke-1, informing it that a direct dynamic tunnel to Spoke-
2 is possible.



4. Tunnel Establishment:
Spoke-1 and Spoke-2 then negotiate and establish a direct IPsec tunnel for communication.

EE #58
Which two statements about IKEv2 are true if an administrator decides to implement IKEv2 in the VPN topology? (Choose two.)

A. Tt includes stronger Diffie-Hellman (DH) groups, such as Elliptic Curve (ECP) groups.
B. It supports interoperability with devices using IKEvl.

C. It supports the extensible authentication protocol (EAP).

D. It exchanges a minimum of two messages to establish a secure tunnel.



He: AC

Y.

IKEv2 (Internet Key Exchange version 2) is an improvement over IKEv1, offering enhanced security, efficiency, and flexibility in
VPN configurations.

It includes stronger Diffie-Hellman (DH) groups, such as Elliptic Curve (ECP) groups.

IKEV2 supports stronger cryptographic algorithims, including Elliptic Curve Diffie-Hellman (ECDH) groups such as ECP256 and
ECP384, providing improved security compared to IKEvI.

It supports the extensible authentication protocol (EAP).

IKEV2 natively supports EAP authentication, which allows integration with external authentication mechanisis such as RADIUS,
certificates, and smart cards. This is particularly useful for remote access VPNs where user authentication must be flexible and
secure.

EE #59
An admmnistrator wants to scale the IBGP sessions and optimize the routing table in an IBGP network.
Which parameter should the administrator configure?

A. network-import-check
B. neighbor-group

C. bgp-enforce-multihop
D. route-reflector-client

HE: D

MY

In an IBGP (Internal BGP) network, all routers must be fully meshed, meaning every router must establish a BGP session with every
other router in the same autonomous system (AS). This does not scale well in large networks due to the exponential increase in BGP
sessions.

To optimize and scale IBGP, Route Reflectors (RRs) are used. A Route Reflector (RR) reduces the number of IBGP peer
connections by allowing a centralized router (RR) to redistribute IBGP routes to other IBGP peers (called clients). This eliminates
the need for a full mesh, significantly reducing BGP session overhead.

By configuring the route-reflector-client setting on IBGP peers, an administrator can:

# Scale IBGP sessions by reducing the number of direct BGP peer connections.

# Optimize the routing table by ensuring routes are efficiently propagated within the IBGP network.

# Eliminate the need for full mesh topology, making IBGP more manageable.

EE #60
Refer to the exhibit.



Routing table on FortiGate_A

FortiGate_A # get router info routing-table all
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - 1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
V - BGP VPNv4
* - candidate default

Routing table for VRF=0

S* 0.0.0.0/0[10/0] via 10.1.0.254, port1, [1/0]
C  10.1.0.0/24 is directly connected, portl
10.1.4.0/24 is directly connected, port3 i
100.64.1.0/24 [200/0] via 10.1.0.254 (recursive is directly corEtﬂq. @H f*ﬂ[ﬁr
172.16.1.252/30 [200/0] via 10.1.0.1 (recursive is directly connected, port1),00:42:48, [1/0]
172.16.100.0/24 is directly connected, port8

N oo oN

Routing table on FortiGate_B

FortiGate_B # get router info routing-table all
Codes: K - kernel, C - connected, $= static, R - RIP, B - BGP
O - OSPF, |IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i-1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
V - BGP VPNv4
* - candidate default

Routing table for VRF=0

S*  0.0.0.0/0 [10/0] via 10.1.0.254, port1, [1/0]

S  4.2.2.2/32(10/0] via 10.1.5.254, port4, [1/0]

10.1.0.0/24 is directly connected, portl

10.1.4.0/24 [200/0] via 10.1.0.100 (recursive is directly connected, port1), 00:41:02, [1/0]
10.1.5.0/24 is directly connected, port4

100.64.1.0/24 [200/0] via 10.1.0.254 (recursive is directly connected, port1), 00:38:14, [1/0]
172.16.1.248/30 is directly connected, CO

172.16.1.252/30 is directly connected, AO

172.16.100.0/24 is directly connected, port8

aNaNal  -Nal  -Nal

The routing tables of FortiGate A and FortiGate B are shown. FortiGate A and FortiGate B are in the same autonomous system

The administrator wants to dynamically add only route 172.16.1.248/30 on FortiGate A.
‘What must the administrator configure?

A. Enable Redistribute Connected in the BGP section on FortiGate B.

B. A BGP route map out for 172.16.1.248/30 on FortiGate B

C. The prefix 172.16.1.248/30 n the BGP Networks section on FortiGate B
D. A BGP route map in for 172.16.1.248/30 on FortiGate A

HY:. B
M.

FortiGate A and FortiGate B are in the same autonomous system (AS), and FortiGate A does not currently have route
172.16.1.248/30 m its routing table. However, FortiGate B has this route as a connected route.



To dynamically advertise only 172.16.1.248/30 from FortiGate B to FortiGate A, the administrator must configure a BGP route
map out on FortiGate B that specifically permits only this prefix.

A BGP route map out on FortiGate B controls which routes FortiGate B advertises to FortiGate A. If no filtering is applied,
FortiGate B might advertise all BGP-learned and connected routes, which is not what the administrator wants. The route map
should include a prefix-list that explicitly allows only 172.16.1.248/30 and denies everything else.
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