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164. Frage

Fix all issues via configuration and restart the affected components to ensure the new setting takes effect.

Fix all of the following violations that were found against the API server:- a. Ensure the --authorization-mode argument includes
RBAC b. Ensure the --authorization-mode argument includes Node c. Ensure that the --profiling argument is set to false Fix all of
the following violations that were found against the Kubelet:- a. Ensure the --anonymous-auth argument is set to false.

b. Ensure that the --authorization-mode argument is set to Webhook.

Fix all of the following violations that were found against the ETCD:-

a. Ensure that the --auto-tls argument is not set to true

Hint: Take the use of Tool Kube-Bench

Antwort:

Begrindung;

API server:

Ensure the --authorization-mode argument includes RBAC
Turn on Role Based Access Control. Role Based Access Control (RBAC) allows fine-grained control over the operations that
different entities can perform on different objects in the cluster. It is recommended to use the RBAC authorization mode.
Fix - Buildtime

Kubernetes

apiVersion: vl

kind: Pod

metadata:

creationTimestamp: null

labels:

component: kube-apiserver

tier: control-plane

name: kube-apiserver

namespace: kube-system

spec:

containers:

- command:

+ - kube-apiserver

+ - --authorization-mode=RBAC,Node

image: ger.io/google containers/kube-apiserver-amd64:v1.6.0
livenessProbe:

failure Threshold: 8

httpGet:

host: 127.0.0.1

path: /healthz

port: 6443

scheme: HTTPS

mitialDelaySeconds: 15

timeoutSeconds: 15

name: kube-apiserver-should-pass

resources:

requests:

cpu: 250m

volumeMounts:

- mountPath: /etc/kubernetes/

name: k8s



readOnly: true

- mountPath: /etc/ssl/certs

name: certs

- mountPath: /etc/pki

name: pki

hostNetwork: true

volumes:

- hostPath:

path: /etc/kubernetes

name: k8s

- hostPath:

path: /etc/sslcerts

name: certs

- hostPath:

path: /etc/pki

name: pki

Ensure the --authorization-mode argument includes Node

Remediation: Edit the API server pod specification file /etc/kubernetes/manifests/kube-apiserver.yaml on the master node and set the
--authorization-mode parameter to a value that includes Node.

--authorization-mode=Node,RBAC

Audit:

/bin/ps -ef | grep kube-apiserver | grep -v grep

Expected result:

'Node,RBAC' has "Node'

Ensure that the --profiling argument is set to false

Remediation: Edit the API server pod specification file /etc/kubernetes/manifests/kube-apiserver.yaml on the master node and set the
below parameter.

--profiling=false

Audit:

/bin/ps -ef| grep kube-apiserver | grep -v grep

Expected result:

'false' is equal to 'false’

Fix all of the following violations that were found against the Kubelet:- Ensure the --anonymous-auth argument is set to false.
Remediation: If using a Kubelet config file, edit the file to set authentication: anonymous: enabled to false. If using executable
arguments, edit the kubelet service file /etc/systemd/systenvkubelet.service.d/10-kubeadm.conf on each worker node and set the
below parameter in KUBELET SYSTEM PODS_ARGS variable.

--anonymous-auth=false

Based on your system, restart the kubelet service. For exanple:

systemctl daemon-reload

systemctl restart kubelet.service

Audit:

/bin/ps -fC kubelet

Audit Config:

/bin/cat /var/lib/kubelet/config, yaml

Expected result:

'false' is equal to 'false’

2) Ensure that the --authorization-mode argument is set to Webhook.

Audit

docker inspect kubelet | jq -e '.[0]. Args[] | match("--authorization-mode=Webhook").string Returned Value: --authorization-
mode=Webhook Fix all of the following violations that were found against the ETCD:- a. Ensure that the --auto-tls argument is not
set to true Do not use self-signed certificates for TLS. etcd is a highly-available key value store used by Kubernetes deployments for
persistent storage of all of its REST API objects. These objects are sensitive in nature and should not be available to unauthenticated
clients. You should enable the client authentication via valid certificates to secure the access to the etcd service.

Fix - Buildtime

Kubernetes

apiVersion: vl

kind: Pod

metadata:

annotations:

scheduler.alpha.kubernetes.io/critical-pod: "'

creation Timestamp: null



labels:

component: etcd

tier: control-plane

name: etcd

namespace: kube-system

spec:

containers:

- command:

+ - eted

+ - --auto-tls—true

image: k8s.ger.io/etcd-amd64:3.2.18
imagePullPolicy: [fNotPresent
livenessProbe:

exec:

command:

- /bin'sh

- -ec

- ETCDCTL_API=3 etcdctl --endpoints=https://[192.168.22.9]:2379 --cacert=/etc/kubernetes/pki/etcd/ca.crt
--cert=/etc/kubernetes/pki/etcd/healthcheck-client.crt --key=/etc/kubernetes/pki/etcd/healthcheck-client. key get foo
failure Threshold: 8 mitialDelaySeconds: 15 timeoutSeconds: 15 name: etcd-should-fail resources: {} volumeMounts:
- mountPath: /var/lib/etcd

name: etcd-data

- mountPath: /etc/kubernetes/pki/etcd
name: etcd-certs

hostNetwork: true

priorityClassName: system-cluster-critical
volurmes:

- hostPath:

path: /var/lib/etcd

type: DirectoryOrCreate

name: eted-data

- hostPath:

path: /etc/kubernetes/pki/etcd

type: DirectoryOrCreate

name: etcd-certs

status: {}

165. Frage

You are running a highly sensitive application in your Kubernetes cluster, which stores personal identifiable information (PII) dat

a. You suspect that a malicious actor might have injected a malicious container image into your cluster and is now attempting to
exfiltrate this data. You need to implement a solution to detect and prevent any suspicious data exfiltration attempts from within your
cluster.

Antwort:

Begriindung;

Solution (Step by Step):

1. Enable Container Security Policies (CSP) with Admission Control:

- Configure a CSP policy using the 'PodSecurityPolicy' or the newer 'PodSecurity’ object.

- Restrict network egress for containers running your sensitive application to only allow communication to approved external services
and destmations.

- Define rules within the CSP policy tnat disallow any container from accessing privileged ports or using privileged capabilities. This
will limit the

attackers ability to establish unauthorized connections or manipulate system resources.

- Example CSP policy With 'POdSecurity'

apiVersion: security.openshift.io/vl
kind: PodSecurity
metadata:
name: sensitive-app-policy
spec:

¥ X



# ... OTNEr ConTlgurations
seLinux:

rule: RunAsAny
supplementalGroups:

rule: RunAsAny
runAsUser:

rule: RunAsAny
fsGroup:

rule: RunAsAny
hostNetwork:

rule: Never
hostPorts:

rule: Never
hostIPC:

rule: Never
hostPID:

rule: Never
privileged:

rule: Never
allowPrivilegeEscalation:

rule: Never

readOnlyRootFilesystem: .j LINUX

rule: Always
volumes:

- ‘confighap'

- 'secret’

- 'persistentVolumeClaim®

- 'downwardAPI"

- ‘emptyDir’

- 'projected’

- 'serviceAccount’

- 'hostPath”
capabilities:

- 'CHOWN'

- 'NET_BIND_SERVICE'

- 'SETGID'

- 'SETUID'

- 'SYS_CHROOT'
allowedCapabilities:

- 'KILL'

- 'NET_BROADCAST'

- 'NET_ADMIN'

- 'SYS_TIME'
defaultAddCapabilities: []
requiredDropCapabilities: []
selinux:

rule: 'RunAsAny’
supplementalGroups:

rule: °RunAsAny’
runAsUser:

rule: 'RunAsAny’
fsGroup:

rule: 'RunAsAny’
hosthetwork:

rule: ‘MNever'
hostPorts:

rule: 'Never'
hostIPC:

rule: 'Never'
hostPID:

rule: ‘Never'
privileged:

rule: ‘Never'
allowPrivilegeEscalation:

rule: 'Never'
readOnlyRootFilesystem:

rule: 'Always'
volumes:

- 'confighap'

- ‘secret’

- 'persistentVolumeClaim®

- 'downwardAPI"'

- ‘emptyDir’

- 'projected’

- 'serviceAccount”’




- "hostPath”
capabilities:

- "CHOWN'

- 'NET_BIND_SERVICE'

- 'SETGID'

- 'SETUID’

- 'SYS_CHROOT®

allowedCapabilities:

- "KILL®

- 'NET_BROADCAST®

- 'NET_ADMIN'

- 'SYS_TIME'
defaultAddCapabilities: []
requiredDropCapabilities: []

2. Implement Network Policies: - Configure network policies to restrict outbound network traffic from pods running tne sensitive
application. - Allow only specific ports and destinations required tor the application's finctionality. - This step helps prevent any
unauthorized connections from the compromised container to external networks. - Example Network Policy:

apiVersion: networking.kBs.io/vl
kind: NetworkPolicy
metadata:
name: sensitive-app-policy
namespace: default
spec:
podSelector:
matchLabels:
app: sensitive-app
ingress:
- from:
- podselector: 'j
matchLabelss LINUX
app: database

egress:
- to:

- ipBlock:

gidr: 10.9.9.0/16
- ipBlock:

cidr: 172.17.0.9/15
- ipBlock:

cidr: 192.168.8.8/16
- service:
name: sensitive-app-service
port:
number: 58

3. Deploy Intrusion Detection Systens (IDS) in the Cluster: - Deploy an IDS solution like Falco or Sysdig within your cluster. -
Configure Falco to monitor for suspicious activities like file system modifications, network connections, or process executions that
might indicate data exfiltration attempts. - Falco can trigger alerts and block malicious activities based on the defined rules. -
Exanple Falco rule:
- rule: ExfiltrationAttempt

desc: "Detect potential data exfiltration attempts”

priority: WARNING

output: “Potential data exfiltration attiebpt detected”

condition:

- syscall: write

- args: [/, exfiltFation.txt, any]

- syscall: read

- args: [/tmp/exfiltrati £, an

- syscall: connect I LI ﬂux

- ares: Fany. anv:Rﬁﬁﬂ1 | . . . .
4. Utilize Runtime Security Tools: - Deploy a runtime security tool like Aqua Security, Twistlock, or Snyk. - These tools monitor
running containers for suspicious behaviors and vulnerabilities. - They can enforce security policies, detect anomalies, and alen you
about potential data breaches. - This helps you quickly identify compromised containers and take appropriate actions. 5. Implement
Data Encryption and Access Control: - Encrypt the PII data stored in your Kubernetes cluster at rest and in transit - Utilize tools like
Vault or KMS to manage and secure encryption keys. - Implement access control measures to limit access to sensitive data to
authorized users and applications. - This minimizes the impact of a data breach even if the malicious container gains access to the

data. By combining these security measures, you can significantly reduce the risk of data exfiltration and enhance the security posture
of your sensitive application running in the Kubernetes cluster.

166. Frage

You are running a Kubernetes cluster with a deployment named "my-app" that uses a container image froma public registry. The
container image has a vulnerability in a library it uses. You want to prevent any container from using that vulnerable image. How
would you implement this using a container image registry and admission control policies?

Antwort:



Begriindung;

Solution (Step by Step) :

1. Create a Custom Container Image Registry:

- Create a private container image registry, such as Harbor, JFrog Xray, or GitLab Container Registry to manage your container
images and enforce security policies.

2. Configure Image Scanning and Policies:

- Set up image scanning in your chosen regjstry to automatically scan incoming images for vulnerabilities. Configure policies to block
images with specific vulnerabilities or based on severity levels.

3. Set up Admission Control Policies:

- Configure Kubernetes admission control to enforce image scanning and registry-based access control.

- Use admission webhooks to intercept pod creation requests and verify that the container image used in the pod is authorized.

- For example, you can create an admission webhook that checks if the image is stored in your private registry and has passed
vulnerability scanning.

Ifthe image is not in the registry or has known vulnerabilities, the webhook will deny the pod creation.

4. Deploy the Vulnerability-Free Image:

- Update the container image used by your "my-app" deployment with a patched or vulnerability-free version. Push this updated
image to your private regjstry.

5. Update the Deployment

- Update the "my-app" deployment configuration to pull the container image from your private registry.

6. Monitor and Evaluate:

- Monitor the logs of your container image registry and Kubernetes admission controller for any errors or blocked images. Regularly
review the vulnerability scan reports for any new vulnerabilities.

167. Frage

You are running a Kubernetes cluster with a variety of workloads. One of your applications is a database that stores sensitive
customer data- To enhance security, you need to implement network policies to limit the network traffic to and from this database
pod. Specifically, you want to only allow access to the database from your application pods and deny all other traffic.

Create a NetworkPolicy that accomplishes this objective.

Antwort:

Begrindung;
Solution (Step by Step) :
1. Define the NetworkPolicy:
- Create a NetworkPolicy YAML file.
- Define the policy name and target pods.
- Specify the ingress and egress rules.
- Exanple:
PRAWE AT PMDLELE AT - ROD - AU VA
tdnd: NetworkPolicy
stadata:
name: database-policy
e
podSelector:
matchLabels:
app: database
ingress:
- from:
- podSelectionr?
matchLabels:
dpp: application

CIEIRFUx
- ic[-‘u lock:
cidr: 8.8.0.0/0
ports:
= prJFGC?{LTEP
2. Apply the NetworkPolicy: - IJse ' kubectl apply -f database-policy-yamp to apply the policy. 3. Verification: - Verity that the
NetworkPolicy is applied successfully- - Use 'kubectl get networkpolicies' to list the existing policies. 4. Test the Policy: - Attempt

to access the database pod froma pod outside of the 'application’ label. - The access should be denied due to the NetworkPolicy.

168. Frage

SIMULATION

Before Making any changes build the Dockerfile with tag base:v1

Now Analyze and edit the given Dockerfile(based on ubuntu 16:04)

Fixing two mstructions present in the file, Check from Security Aspect and Reduce Size point of view.



Dockerfile:

FROM ubuntulatest

RUN apt-get update -y

RUN apt install nginx -y

COPY entrypoint.sh /

RUN useradd ubuntu
ENTRYPOINT ["/entrypoint.sh']
USER ubuntu

entrypoint.sh

#!/bin/bash

echo "Hello from CKS"

After fixing the Dockerfile, build the docker-image with the tag base:v2 To Verify: Check the size of the image before and after the

build.

A. Send us the Feedback on it.

Antwort: A
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