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Cisco Implementing and Operating Cisco Wireless Core Technologies Sample
Questions (Q23-Q28):

NEW QUESTION # 23
‘Which process allows continuous [P address retention in a wireless network during roaming?
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A. redundant RF profile mapping

B. static VLAN assignment policy

C. deferred probe response technique
D. Layer 3 roaming

Answer: D

Explanation:

Layer 3 roaming is the process that allows a wireless client to retain its original I[P address when roaming across different Layer 3
client subnets or controller client VLAN contexts. Cisco describes intercontroller Layer 3 roaming as occurring when wireless LAN
interfaces are on different IP subnets. During this roam, the controllers exchange mobility messages, but instead of simply moving the
client database entry, the original controller marks the client as anAnchor, while the new controller marks the copied client entry
asForeign.

Cisco explicitly states that the roam remains transparent to the wireless client and that the client maintains its original IP address.

NEW QUESTION # 24

A business is deploying Cisco Catalyst 9100 APs managed by Catalyst 9800 WLCs. The IT teamneeds policies that adapt based
on user identity and device posture and also provide visibility into device activity and location. Which configuration meets these
requirements?

e A Use Cisco Catalyst 9800 ACLs combined with mobile device management integration without Catalyst Center or Catalyst
Spaces.

¢ B. Integrate Cisco Catalyst Center with Cisco ISE for policy control, add mobile device management for posture checks, and
use Cisco Spaces for location visibility.

¢ C. Integrate Cisco ISE for identity-based policies and omit mobile device management and location services.

¢ D. Configure Cisco Catalyst Center assurance for visibility and apply static per-service set identifier virtual LAN assignments
without Cisco ISE integration.

Answer: B

Explanation:

To enforce adaptive policies based on user identity, device posture, and provide comprehensive visibility into device activity and
location, Cisco recommends integrating Cisco Catalyst Center, Cisco ISE, and Cisco Spaces. Cisco ISE provides identity-based
access control and posture assessment, allowing dynamic policy enforcement for users and devices. Mobile device management
integration further extends posture checks for endpoint compliance. Cisco Catalyst Center enables real-time assurance and
monitoring of network performance, device activity, and service health, while Cisco Spaces provides location analytics and visibility
of client devices across the wireless environment. Option B relies solely on ACLs and MDM, which cannot provide full network-
wide visibility or context-aware policy enforcement. Option C enables visibility via Catalyst Center but lacks dynamic identity and
posture-based policies because it omits ISE integration. Option D integrates ISE but neglects device posture and location visibility,
failing to meet all requirements. The combination in Option A ensures that adaptive policies can respond to real-time user and device
conditions, enforce compliance, and provide actionable insights for network operations. Reference topics:Wireless Monitoring and
Management - Catalyst Center assurance, Cisco ISE integration, mobile device posture, Cisco Spaces location analytics.

NEW QUESTION # 25

A network engineer must isolate all guest users connected to the WLAN on a Cisco 9800 WLC so they cannot communicate with
each other but can access the internet. The WLAN must meet these requirements:

*SSID named VisitorAccess assigned to VLAN 30

*ouests prohibited from sharing files with other guests

*must be scalable to multiple access points in the building

Which action must the network engineer take to meet the requirements?

A. Enable P2P blocking in the policy profile and map the WLAN to a dedicated guest VLAN.
B. Enable multicast mode and associate a RADIUS server with the guest WLAN.

C. Set up local authentication and map the WLAN to a dedicated guest VLAN.

D. Set up a FlexConnect group and use local switching for the guest WLAN internet access.

Answer: A

Explanation:



The requirement is guest client isolation, not merely guest authentication or internet breakout. On a Catalyst

9800 WLC, peer-to-peer blocking is the correct control because it prevents wireless clients associated to the same WLAN from
communicating directly with one another. Cisco defines peer-to-peer blocking as a WLAN security feature applied to individual
WLAN:S, where each client inherits the WLAN's P2P blocking behavior, and traffic can be bridged locally, dropped, or forwarded
upstream For this scenario, the appropriate action is thedropbehavior, because guest-to-guest file sharing must be prohibited while
upstream internet access remains available.

The dedicated guest VLAN, VLAN 30, provides traffic segmentation from production networks and creates a clean policy
boundary for VisitorAccess. Cisco's Catalyst 9800 configuration model maps WLANS to policy profiles, and the policy profile
defines client network and switching policy, including VLAN association.

Options B, C, and D do not solve client isolation: local authentication validates users, FlexConnect/local switching changes traffic
forwarding behavior, and multicast/RADIUS does not block unicast guest-to-guest traffic. Reference topics:Client Connectivity
Configuration - guest WLAN design, P2P blocking, VLAN segmentation, and Catalyst 9800 WLAN-to-policy mapping.

NEW QUESTION # 26
To double the range of a transmitter, which value must the transmitter be changed to ifit is currently at 17 dBm?

A. 20 dBm
B. 100 dBm
C. 17 dBm
D. 27 dBm

Answer: D

Explanation:

Doubling the range of a wireless transmitter does not require a linear increase in power due to theinverse- square law of RF
propagation. Free-space path loss (FSPL) increases with the square of the distance, meaning to double the distance, the required
power must increase by a factor of four i linear terns. In decibel units, power increases are logarithmic:10logl 0(4)#610 \log {10}
(4) \approx 610log1 0(4)#6dB.

Given a transmitter at 17 dBm, increasing its output by 6 dB to23 dBmwould theoretically double the coverage in free-space
conditions. However, due to environmental factors like mutltipath, absorption, and antenna efficiency, Cisco RF design guides often
round to practical increments, suggesting an increase from

17 dBmt027 dBmto achieve a robust doubling of coverage under real-world conditions.

Options A (20 dBm) and D (17 dBm) are msufficient because they do not provide the necessary power increase to overcome the
logarithmic path loss for doubling range. Option C (100 dBm) is unrealistic and exceeds regulatory limits for enterprise wireless
deployments. Proper power planning must balance coverage, interference, and regulatory compliance. Reference topic:RF
Fundamentals - Free-space path loss, power control, and transmitter range planning in enterprise WLAN design.

NEW QUESTION # 27

An engineer must troubleshoot complex wireless performance issues in a large office which is using a Cisco

9176 AP. The engineer must analyze traffic patterns and identify potential sources of interference. The AP must capture all wireless
frames in the air and send them to a remote protocol analyzer for detailed inspection.

Client connectivity is not required fromthe AP during the troubleshooting window. Which CLI command must the engineer use on
the WLC to enable the required AP mode for this purpose?

A. ap nane officest mode monitor

B. ap name officelst mode sniffer

C. ap name office1st mode local

D. ap name office1st mode rogue-detector

Answer: B

Explanation:

For in-depth wireless troubleshooting using a Cisco 9176 AP, the correct operational mode is thesniffer mode.

This mode allows the AP to capture all RF frames, including management, control, and data frames, across all configured channels,
and forward these to a remote protocol analyzer such as Wireshark. Sniffer mode is distinct from other AP modes because the AP
does not serve clients in this state; its sole finction is passive packet capture for analysis of nterference, RF performance, and client
behavior. The commandap name < ap_name > mode snifferexecuted on the WLC explicitly sets this mode.

Monitor mode (option A) is used to observe client behavior and RF environment, but it does not provide complete over-the-air
packet capture. Local mode (option C) is the standard AP mode for client connectivity and normal CAPWAP operation. Rogue-



detector mode (option D) is used to identify unauthorized APs and clients but does not capture traffic for external analysis.

Cisco documentation and technical guides for Catalyst APs clearly differentiate these modes, noting thatsniffer mode provides full
frame capture without client services, making it ideal for troubleshooting complex wireless performance issues in high-density
deployments. Reference topic:Wireless Network Operation - AP modes, sniffer mode configuration, RF troubleshooting, and
protocol analyzer integration.

NEW QUESTION # 28
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