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Cisco Performing CyberOps Using Cisco Security Technologies Sample
Questions (Q55-Q60):
NEW QUESTION # 55 
Refer to the exhibit.

An engineer configured this SOAR solution workflow to identify account theft threats and privilege escalation, evaluate risk, and
respond by resolving the threat. This solution is handling more threats than Security analysts have time to analyze. Without this
analysis, the team cannot be proactive and anticipate attacks. Which action will accomplish this goal?

A. Include a step "Take a Snapshot" to capture the endpoint state to contain the threat for analysis
B. Exclude the step "Check for GeoIP location" to allow analysts to analyze the location and the associated risk based on
asset criticality
C. Exclude the step "BAN malicious IP" to allow analysts to conduct and track the remediation
D. Include a step "Reporting" to alert the security department of threats identified by the SOAR reporting engine

Answer: C

NEW QUESTION # 56 
Refer to the exhibit.

An engineer is investigating a case with suspicious usernames within the active directory. After the engineer investigates and cross-
correlates events from other sources, it appears that the 2 users are privileged, and their creation date matches suspicious network
traffic that was initiated from the internal network 2 days prior. Which type of compromise is occurring?
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A. compromised insider
B. compromised network
C. compromised database tables
D. compromised root access

Answer: B

NEW QUESTION # 57 
Refer to the exhibit.

Based on the detected vulnerabilities, what is the next recommended mitigation step?

A. Temporarily shut down unnecessary services until patch deployment ends.
B. Evaluate service disruption and associated risk before prioritizing patches.
C. Remediate all vulnerabilities with descending CVSS score order.
D. Perform root cause analysis for all detected vulnerabilities.

Answer: D

NEW QUESTION # 58 
A SOC engineer discovers that the organization had three DDOS attacks overnight. Four servers are reported offline, even though
the hardware seems to be working as expected. One of the offline servers is affecting the pay system reporting times. Three
employees, including executive management, have reported ransomware on their laptops. Which steps help the engineer understand
a comprehensive overview of the incident?

A. Check SOAR to learn what the security systems are reporting about the overnight events, research the attacks, and plan
mitigation step.
B. Check SOAR to know what the security systems are reporting about the overnight events, review the threat vectors, and
define a root cause.
C. Run and evaluate a full packet capture on the workloads, review SIEM logs, and define a root cause.
D. Run and evaluate a full packet capture on the workloads, review SIEM logs, and plan mitigation steps.

Answer: C

Explanation:
To gain a comprehensive overview of the incident involving DDOS attacks and ransomware, the SOC engineer should run and



evaluate a full packet capture on the workloads, review Security Information and Event Management (SIEM) logs, and define a root
cause. This will help in understanding the nature of the attacks, the extent of the damage, and the vulnerabilities that were exploited

NEW QUESTION # 59 
Employees receive an email from an executive within the organization that summarizes a recent security breach and requests that
employees verify their credentials through a provided link. Several employees report the email as suspicious, and a security analyst is
investigating the reports. Which two steps should the analyst take to begin this investigation? (Choose two.)

A. Communicate with employees to determine who opened the link and isolate the affected assets.
B. Review the mail server and proxy logs to identify the impact of a potential breach.
C. Check the email header to identify the sender and analyze the link in an isolated environment.
D. Evaluate the intrusion detection system alerts to determine the threat source and attack surface.
E. Examine the firewall and HIPS configuration to identify the exploited vulnerabilities and apply recommended mitigation.

Answer: A,C

Explanation:
In the case of a suspicious email, the security analyst should communicate with employees to determine who opened the link and
isolate the affected assets to prevent further spread of potential malware. Additionally, checking the email header to identify the
sender and analyzing the link in an isolated environment are crucial steps to begin the investigation and understand the scope and
impact of the potential breach13.
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