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EE #51
Which tool would be most effective for real-time analysis of network traffic anomalies?
Response:

A. Data Loss Prevention (DLP) software

B. Network Traffic Analysis (NTA) tool

C. Database Activity Monitoring (DAM) system
D. Web Application Firewall (WAF)
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EE #52
What is the primary goal of the containment phase in incident response?
Response:

A. To limit the extent of the damage and isolate affected systens
B. To identify the attacker,s identity and motive

C. To permanently fix all system vulnerabilities

D. To restore all systens to operational status
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Cyber Defense Theory often includes the concept of "Least Privilege." What does this mean in practice?
Response:

A. Giving users the minimum levels of access - or permissions - needed to perform their job functions
B. Using the least expensive cybersecurity tools available

C. Minimizing the number of staff'in the cybersecurity department

D. Installing the least number of software applications on a system
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‘When assessing data sources for SOC monitoring, what is an important consideration related to organizational specific use cases?
Response:

A. Customizing data collection methods to fit these use cases

B. Implementing the same use cases across different organizations

C. Choosing use cases that are easiest to implement, regardless of relevance
D. Avoiding the use of use cases to simplify data collection
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AR #55
What role does the preparation phase play in the overall SOC operations?
Response:

e A It integrates incident response within broader SOC monitoring and analysis activities
¢ B. It mandates external intervention for all incident responses
e C. It isolates incident response from the rest of SOC operations



e D. It ensures SOC operations are only reactive, not proactive
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