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%| &l Digital Forensics GNFA 2 MEE A (Q92-Q97):

EE#92
What is the primary security concern associated with HTTP compared to HTTPS?
Response:

A. HTTP requires additional bandwidth

B. HTTP has a slower connection speed

C. HTTP requires certificates for authentication
D. HTTP transmits data in plaintext
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HEE #93

An organization wants to implement a secure communication channel between two remote offices. The requirement is to ensure data
confidentiality and integrity while being able to decrypt messages when needed. Which of the following cryptographic methods
should they use?

Response:

A. Symiretric encryption
B. Asymmetric encryption
C. Hashing

D. Encoding
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A2 #94
Which protocol operates at Layer 3 of the OSI model and is responsible for logical addressing?
Response:

A. TCP
B. UDP
C.Ip

D. ARP
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HE #95
Which network security proxy tool is commonly used to analyze and modify HTTPS traffic?
Response:

A. Nmap
B. MITMProxy
C. Snort
D. Squid Proxy
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EE #96

Which actions can be taken after detecting malicious activity using NetFlow?
(Select two.)

Response:

e A, Capture full packet data for forensic analysis
e B. Decrypt all traffic for deeper analysis
e C. Block malicious IP addresses at the firewall



¢ D. Modify encryption keys dynamically
e AC
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