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HM #16

A Developer is integrating a custom third-party gift card systeminto the Adobe Commerce checkout. During the checkout process,
a customer enters a store-bought gift card for payment, and depending on external API checks, the gift card is verified and allowed
to be used on the order.

‘Which approach should be used for the internal processing of such functionality?

¢ A Create a unique voucher code for each gift card usage request which grants a discount on the order's total.
¢ B. Create an Adobe Commerce gift card account and manage the account using the gift card repositories.
¢ C. Directly subtract the gift card amount from the order, keeping no history of the discount transaction.

EfE: A

R #17

A Developer working on an Adobe Commerce Cloud project encounters an issue with the database service that requires
mvestigation. To troubleshoot the issue, the Developer decides to securely access the cloud services from the local machine to
directly interact with the services and run diagnostic commands.

‘Which command step is required to achieve this?

e A. Use the php bi/magento cloud:tunnel:connect command to access the cloud services.
e B. Use the magento-cloud tunnel:open command to access the cloud services.
e (. Use the magento-cloud service:connect command to access the cloud services.

IEf#: B

I #18
A Developer is working on an Adobe Commerce store, and the security team has flagged certain inline scripts in the store as

vulnerable to potential attacks. The Developer decides to implement Content Security Policies (CSP) to secure the store's

environment.
‘What will the Developer achieve by taking this action?

e A, Restrict which resources (scripts, styles, images) are allowed to load on the website.
e B. Prevent users from accessing certain areas of the website based on their IP address.
e C. Ensure that all user input is sanitized before being processed by the application.

EfE: A
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fEERA -

Comprehensive and Detailed Explanation (with official references):

The correct answer is C. Restrict which resources (scripts, styles, images) are allowed to load on the website.

Adobe Commerce supports Content Security Policy (CSP), a browser-level security feature that mitigates certain types of attacks
such as Cross-Site Scripting (XSS) and data injection attacks.

By defining a CSP in Adobe Commerce, developers can control:

* Which scripts can be executed (script-src).

* Which stylesheets can be applied (style-src).

* Which images and media can be loaded (img-src, media-src).

* Whether mline scripts or styles are allowed.

This does not sanitize user input (A) nor restrict user access based on IP addresses (B). Instead, it focuses on restricting the sources
of content that the browser can load.

Official Documentation Extracts:

* "Content Security Policy (CSP) is an added layer of security that helps to detect and mitigate certain types of attacks, including
Cross-Site Scripting (XSS) and data injection attacks. CSP works by restricting the sources from which content can be loaded."-
Adobe Commerce DevDocs: Content Security Policy

*"A CSP allows developers to define approved sources of content that browsers can load. These policies help reduce the risk of
malicious content injection in Magento storefronts.™- Adobe Commerce Security Guide

B #19
An Adobe Commerce Cloud client alerts a Developer to an issue with their website going down during deployments.

‘What should the Developer do to solve this problem?

¢ A Inthe cloud env configuration YAML file, the static content deploy strategy must be defined in the build phase.
¢ B. Fromthe Adobe Commerce Cloud console, the zero downtime deployment checkbox must be selected for the project.
¢ C. Inthe cloud app configuration YAML file, the deployment strategy must be defined in the global phase.

Ef: A

B #20

An Adobe Commerce Developer is tasked with adding a custom tax calculation to the checkout process. In addition to core tax
calculations, a legacy code extending core tax calculation classes is also found. The Developer wants to utilize Magento's
dependency injection system effectively to meet requirements, ensuring the solution works without modifying the existing core and
legacy classes.

What should the Developer implement to achieve this?

e A Virtual types
e B. Constructor arguments
e C. Preferences

EfE: A

B #21
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