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CheckPoint Check Point Certified Security Expert R81 Sample Questions
(Q268-Q273):

NEW QUESTION # 268
Access roles allow the firewall administrator to configure network access according to:

A. remote access clients.

B. a combination of computer or computer groups and networks.
C. users and user groups.

D. All of the above.

Answer: D

Explanation:

Access roles are objects that define a set of users, machines, or networks that can access a specific network resource. You can
create access roles based on any combination of the following criteria:

Users and user groups: You can use users and user groups from various sources, such as LDAP, RADIUS, local database, etc.
Computers or computer groups: You can use computers or computer groups that are identified by their [P address, MAC address,
or hostname.

Networks: You can use networks that are defined by their [P address range, subnet mask, or gateway.

You can use access roles in the Source or Destination column of an Access Control rule to allow or deny network access based on
the identity of the users, machines, or networks.

The references are:

Check Point Certified Security Expert R81.20 (CCSE) Core Training, slide 11 Check Point R81 Quantum Security Gateway
Guide, page 139 Check Point R81 Identity Awareness Administration Guide, page 9

NEW QUESTION # 269
Nanme the authentication method that requires token authenticator.

A. Radius
B. SecurelD
C. TACACS

D. DynamiclD
Answer: B

Explanation:

The correct answer is A) SecurelD.

SecurelD is an authentication method that uses a token-based systemto generate one-time passwords (OTPs) for users. Users need
to have a physical or software token that displays a code that changes periodically. The code is used along with a personal
identification number (PIN) to authenticate the user.

DynamicID is another authentication method that uses OTPs, but it does not require a token. Instead, it sends the OTP to the user's
email or phone number.

Radius and TACACS are protocols that allow remote authentication of users through a centralized server. They do not use tokens,
but they can support different types of authentication methods, such as passwords, certificates, or OTPs.

Reference:

Certified Security Expert (CCSE) R81.20 Course Overview1

What Is Token-Based Authentication? | Okta2

NEW QUESTION # 270
What is the least amount of CPU cores required to enable CoreXL?

e AO
e B.1



e C.2
e D3

Answer: B

NEW QUESTION # 271
What is true of the API server on R81.10?

A. By default the API-server is activated and does not have hardware requirements.

B. By default the API-server is not active and should be activated from the WebUL

C. By default the API server is active on management and stand-alone servers with 16GB of RAM (or more).

D. By default, the API server is active on management servers with 4 GB of RAM (or more) and on stand-alone servers with
8GB of RAM (or more).

Answer: D

NEW QUESTION # 272
You have successfully backed up Check Point configurations without the OS information. What command would you use to restore
this backup?

A. import backup
B. cp merge
C. restore_backup

D. migrate import

Answer: D

Explanation:

The command migrate import can be used to restore a backup of Check Point configurations without the OS information. This
command imports the configuration froma file that was created using the migrate export command, which backs up only the Check
Point configuration and not the OS settings. The other commands are either not valid or not suitable for restoring a backup without
the OS information. References:

Check Point R81 Installation and Upgrade Guide

NEW QUESTION # 273
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